



Toward a New Approach to Data Protection in the Big Data Era / Mantelero A.. - ELETTRONICO. - (2014), pp. 84-86.
Original







(Article begins on next page)
This article is made available under terms and conditions as specified in the  corresponding bibliographic description in
the repository
Availability:
This version is available at: 11583/2590362 since:
Berkman Center for Internet and Society, Harvard University
INTERNET MONITOR 2014
5HȵHFWLRQVRQWKH'LJLWDO:RUOG
:LWKFRQWULEXWLRQVIURP   ANA AZURMENDI • CHRISTOPHER T. BAVITZ • SUSAN BENESCH • EDUARDO BERTONI
ELLERY BIDDLE • WILLOW BRUGH • MONICA BULGER • NEAL COHEN • TIM DAVIES • ADRIENNE DEBIGARE
PRIMAVERA DE FILIPPI • ANDY ELLIS • SANDS FISH • ROBERT FARIS • NATHAN FREITAS
URS GASSER • REBEKAH HEACOCK JONES • ALISON HEAD • MALAVIKA JAYARAM • ETHAN KATSH
VIVEK KRISHNAMURTHY • JAMES LOSEY • ALESSANDRO MANTELERO • HELMI NOMAN • DAVID R. O’BRIEN
DALIA OTHMAN • JIOU PARK • JONATHON W. PENNEY • SHAWN POWERS • ORNA RABINOVICH-EINY
JORDI RODRIGUEZ VIRGILI • DAVID SANGOKOYA • CHARO SADABA • ANDREW SELLARS
HASIT SHAH • STEFAAN G. VERHULST • CLARENCE WARDELL 
SARA M. WATSON • ROLF WEBER • JONATHAN ZITTRAIN
at Harvard University
INTERNET MONITOR 2014: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG
ACKNOWLEDGEMENTS
The existence of this report is entirely the result of the dedicated and persistent effort of an outstand-
ing team. First, we give thanks to our contributing authors, who generously shared both their time 
DQGWKHLUWKRXJKWIXOUHÁHFWLRQVRQWKHSDVW\HDURIGLJLWDODFWLYLW\:HDUHJUDWHIXOWR%UXFH(WOLQJDQG
Helmi Noman for their valuable recommendations on the report as a whole, and to John Palfrey for 







Foundation for the Internet Monitor project.  
Urs Gasser and Jonathan Zittrain 
Co-Principal Investigators





Digital World includes nearly three dozen contributions from friends and colleagues around the world 
that highlight and discuss some of the most compelling events and trends in the digitally networked 
environment over the past year.
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of the current state of mobile security to an exploration of a new wave of movements attempting 





logical platforms and policy; growing tensions between protecting personal privacy and using big data 
for social good; the implications of digital communications tools for public discourse and collective 
action; and current debates around the future of Internet governance.
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2014 YEAR IN REVIEW
$GULHQQH'HELJDUH5HEHNDK+HDFRFN-RQHVDQG-LRX3DUN
An interactive version of this timeline with photos and video is available at
http://brk.mn/2014yearinreview
January 2014
January 1: Palestinian poet Ashraf Fayadh is arrested for allegedly writing atheist poetry. Arab writers 
take to social media to voice their outrage for the arrest, claiming that Fayadh is being targeted for 
posting a video of religious police lashing a young man in public.1
January 4:-RXUQDOLVWVDQGDFWLYLVWVLQ0DOD\VLDSURWHVWWKHLQGHÀQLWHJRYHUQPHQWVXVSHQVLRQRI
weekly news magazine The Heat. The groups attribute the suspension to an earlier article outlining 
the spending habits of the Prime Minister and his wife. The protest is named for red pencils that are 










































ernment begins to censor media broadcasts of the protests, citizens take to online space to report on 
the demonstrations. The government responds by blocking websites, denouncing use of social media, 







sweeping legislation regarding data privacy and data handling.
March 12: 7KHZRUOGFHOHEUDWHVWKHWKDQQLYHUVDU\RIWKH:RUOG:LGH:HE
March 13: ,QDQDWWHPSWWRSUHYHQWRQOLQHEXOO\LQJKDUDVVPHQWDQGVWDONLQJ6LQJDSRUH·V3DUOLDPHQW
unanimously passes The Protection from Harassment Act. Free expression activists express concerns 
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that the law may be used to limit free speech, including investigative journalism.
March 13: 7KH5XVVLDQ$WWRUQH\*HQHUDO·V2IÀFHLVVXHVDUHTXHVWWRWKHFRXQWU\·VPDVVPHGLDUHJX-























































































personal information to law enforcement agents without a valid warrant.44
June 19: %ORFNVIRUVHYHUDOZHEVLWHVLQFOXGLQJ7ZLWWHU6N\SHDQG&XEDQHWDSSHDUWREHOLIWHGLQ
&XEDRQO\WRUHWXUQWKHIROORZLQJGD\$FFRUGLQJWRXQFRQÀUPHGUHSRUWVWKHWHPSRUDU\DFFHVVLVGXH







commerce, data protection, and cybercrime, and will lead to the enactment of national personal data 
protection laws if implemented.
June 28: 1HZVEUHDNVWKDW)DFHERRNZRUNLQJZLWKUHVHDUFKHUVDW&RUQHOO8QLYHUVLW\PDQLSXODWHG
WKHFRQWHQWRIXVHUV·QHZVIHHGVWRVWXG\WKHHIIHFWVRISRVLWLYHDQGQHJDWLYHFRQWHQWRQXVHUV·HPR-
tions. The news sparks a months-long debate on the ethics of social data research.
 





























apply to social media sites but is otherwise vague, prompting concerns from bloggers, news sites, and 
other online publishers.
July 23:7KHGUDIWWH[WRI7XQLVLD·VSURSRVHGF\EHUFULPHODZLVOHDNHG&ULWLFVFODLPWKHGUDIWSUHVHQWV
numerous threats to Internet progress in the country, including multiple restrictions on content that is 
FRQWUDU\WR´JRRGPRUDOVµ
July 31: 5XVVLDQ3ULPH0LQLVWHU'PLWU\0HGYHGHYVLJQVDGHFUHHH[SDQGLQJWKH.UHPOLQ·V,QWHUQHW
surveillance program, which previously applied only to Internet service providers, to reach online 
social networks and all websites that allow people to message each other.





Authors must also comply with a set of restrictions including refraining from using obscene language, 







without government-issued licenses will be blocked nationwide.
August 9: $PLGDQLQFUHDVLQJFUDFNGRZQRQRQOLQHVSHHFK&KLQHVHODZHQIRUFHPHQWDXWKRULWLHV
DUUHVWIRXUSHRSOHRQVXVSLFLRQRIVSUHDGLQJRQOLQHUXPRUVRWKHUVDUHDOVRGHWDLQHGRUZDUQHGIRU
similar or lesser offenses.
August 11: (GLWRUVDW-H]HEHOSRVWDQRSHQOHWWHUWRWKHOHDGHUVKLSRI*DZNHU0HGLDDVNLQJIRUKHOS
regarding gifs of rape and other violent misogyny that anonymous commenters are posting on their 








tion in games journalism. The movement, labeled #GamerGate, involves considerable abuse and 


















Lebanese laws outlawing pornography to online content.
September 2: /LQNHG,QDQQRXQFHVWKDWLWLVUHFRQVLGHULQJLWVDSSURDFKWRFHQVRUVKLSRI&KLQHVH
FRQWHQW7KHVLWHZKLFKODXQFKHGLQ&KLQDLQ)HEUXDU\KDVKHDYLO\ÀOWHUHG&KLQHVHODQJXDJHFRQ-




Gamma International has illegally exported surveillance technology to multiple countries, including 
those with histories of human rights abuse.
September 8: 7KH7XUNLVKJRYHUQPHQWLQWURGXFHVDSURSRVDOWKDWZLOOJLYHWKHFRXQWU\·V7HOHFRP-
PXQLFDWLRQV'LUHFWRUDWHDOPRVWDEVROXWHSRZHUWRVXUYHLOO,QWHUQHWXVHUVDQGFHQVRURQOLQHFRQWHQW
without a court order.
September 10: 861HW1HXWUDOLW\DFWLYLVWVLQVWLWXWH´,QWHUQHW6ORZGRZQ'D\µXUJLQJZHEVLWHVWR
GLVSOD\V\PEROLF´ORDGLQJµV\PEROVDQG,QWHUQHWXVHUVWRFRQWDFW&RQJUHVVPHPEHUVWRVKRZVXSSRUW
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name policy for all social media networks.
September 17: Apple announces that its newest mobile operating system will automatically encrypt 






















enforce stricter copyright and patent laws among member countries.
October 24: 7KH1LJHULDQ6HQDWHDSSURYHVWKH&\EHUFULPH%LOOZKLFKKDVEHHQLQQHJRWLDWLRQVIRU
over a decade. The bill is intended to bring Nigerian law in line with international standards governing 
ATM card and identity theft, child pornography, intellectual property, and other areas.
October 31: 7KH+XQJDULDQJRYHUQPHQWDQQRXQFHVWKDWLWZLOODEDQGRQDSURSRVHG´,QWHUQHWWD[µ
ZKLFKZRXOGKDYHFKDUJHGDSSUR[LPDWHO\86GROODUVIRUHYHU\JLJDE\WHRI,QWHUQHWWUDIÀFDIWHU
tens of thousands of citizens take to the streets to protest the proposal.





down over 400 websites running on the Tor network that are purportedly selling illegal items, includ-














November 27: Australian game reviewer Alanah Pearce posts on Twitter that in response to rape 
WKUHDWVVKH·VUHFHLYHGRQ)DFHERRNVKHKDVEHJXQFRQWDFWLQJWKHPRWKHUVRIWKRVHVHQGLQJWKH
threats. At least one mother responds positively, by making her son write an apology and talking to 
his school about online harassment.
November 27: 7KH(XURSHDQ3DUOLDPHQWSDVVHVDQRQELQGLQJUHVROXWLRQWREUHDNXS*RRJOH7KH
UHVROXWLRQLVODUJHO\V\PEROLFEXWH[SHUWVVD\LWPD\LQFUHDVHSUHVVXUHRQWKH(XURSHDQ8QLRQ·VFRP-
petition commissioner to bring antitrust charges against the company.
December 2014
December 1: 7KH866XSUHPH&RXUWKHDUVRUDODUJXPHQWVLQ(ORQLVY8QLWHG6WDWHVWKHÀUVWFDVH
about online threats to reach the court. The case has the potential to change how threats made on-
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December 4: )UHHGRP+RXVHLVVXHVLWV´)UHHGRPRIWKH1HWµUHSRUWZKLFKÀQGVDPDUNHG
decline in Internet freedom worldwide over the past year. The report points to new legislation limiting 












December 11: In response to a sustained online harassment campaign against a female colleague, 



























































































































































































































































moving into the digital realm. For some, there is little of their existence that is not either directly me-
GLDWHGWKURXJKGLJLWDOPHDQVRUUHFRUGHGE\GLJLWDOGHYLFHVVOHHSF\FOHVZRUNKLVWRU\KHDOWKLQIRU-
PDWLRQÀQDQFLDOUHFRUGVVRFLDOQHWZRUNVVKRSSLQJFXOWXUHWDVWHVLQPXVLFOLWHUDWXUHDQGPRYLHV
home heating schedules; and preferences in romantic partners. Many years after the well-chronicled 
VWUXJJOHVRIWKHPXVLFDQGPHGLDEXVLQHVVHVZKLFKFRQWLQXHWRGD\WKHUDSLGVXFFHVVRI¶VKDULQJ·
HFRQRP\SODWIRUPVVXFKDV8EHUDQG$LUEQEDUHWHVWDPHQWWRWKHRQJRLQJSRWHQWLDORIGLJLWDOSODW-
forms to invade markets long dominated by entrenched capital-intensive industries in unexpected 
ways. The reach of e-commerce giants, such as Alibaba and Amazon, continues to expand, while oth-
er sectors—energy, health, and education, for example—seem poised for dramatic changes enabled 
by digital platforms in the coming years.





ongoing dominance of a small number of large platforms, led by Google, Facebook, Twitter, and Ama-





LQGHYHORSLQJFRXQWULHVDQGMXVWSHUFHQWLQWKHOHDVWGHYHORSHGFRXQWULHV1 A major portion of the 
world is connected through low-bandwidth mobile devices with small keyboards and screens. The 
differences in experience, salience, opportunity, and impact of the Internet between highly connected 
and sparsely connected societies are enormous, in terms of access to locally relevant information, 
economic linkages, and social networks online. 
Penetration rates and connectivity speeds continue to rise around the world, and in some regions, 
connectivity costs are falling. There is still a huge disparity in the affordability of the Internet, and 
much of the difference in penetration rates might be explained by this factor alone. For much of the 
GHYHORSHGZRUOGDFFHVVFRVWVDUHOHVVWKDQSHUFHQWRIKRXVHKROGGLVSRVDEOHLQFRPHHYHQIRUORZHU
LQFRPHHDUQHUV,QRWKHUFRXQWULHVWKHFRVWRIDFFHVVFDQJUHDWO\H[FHHGWKHSHUFHQWWKUHVKROGDQG
for lower income earners, the cost of access can be greater than household income. 
6HYHUDOELOOLRQSHRSOHQRZKDYHWKHDELOLW\WRÀQGWKHLUZD\LQWRRXUÀHOGRIYLHZDQGHQWKUDOOXV
offend us, invade our privacy, steal our secrets, or make us fear for our lives. The potential for the 





continues to frustrate every government around the world, regardless of where their Internet policies 
and practices fall on the spectrum of open versus closed. Over the past decade or so, the core regula-
tory challenges have changed in degree but not in kind; issues of scale, jurisdiction, and attribution, 





is over the ability of governments to inappropriately prevent content and ideas from circulating. On 
the other side of the coin, there are real concerns over the inability of regulators to prevent illicit or 
GDPDJLQJFRQWHQWIURPFLUFXODWLQJ7KHVWDWHRIWHFKQRORJ\VWURQJO\LQÁXHQFHVWKHVHUHJXODWRU\FKDO-
lenges, and determines in part how far governments and private companies can go to do good and 
bad. However, it is not true that technology always wins. And code alone does not set the boundaries 
for online behavior. Policy and law play an important role, and social norms and ethics do continue to 
LQÁXHQFHRQOLQHEHKDYLRU7KHEDWWOHIRUFRQWURORIWKH,QWHUQHWLQWKHDUHDRIODZSROLF\DQGFRPPX-
nity standards is being fought atop the shifting sands of technology advances, some in favor of greater 
privacy and openness, while others more easily enable restrictions and surveillance. 
The past year has not been good for Internet freedom in repressive regimes. Authoritarian govern-
ments continue to suppress Internet activity with the collection of tools at their disposal; they use 
FRQWHQWÀOWHUVF\EHUDWWDFNVDQGVXUYHLOODQFHV\VWHPVWRLGHQWLI\GLVVLGHQWVLQFRQMXQFWLRQZLWKDQ
array of legal and extralegal mechanisms to intimidate, discourage, and punish. Freedom House 
reported that the past year witnessed more arrests associated with Internet activity than in any other 
year.7KLVLVGHSORUDEOHDQGXQVXUSULVLQJDQGOLNHO\UHÁHFWVPRUHSROLWLFDODQGVRFLDODFWLYLVPRQOLQH
LQDGGLWLRQWRWKHRQJRLQJVXSSUHVVLRQRIGLVVLGHQWYRLFHV7KHDUUHVWRIVL[=RQHEORJJHUVLQ(WKLRSLD
marked another ignoble milestone there.4,Q&KLQDDODUJHQXPEHURIPLFUREORJJHUVZHUHGHWDLQHG





power to implement such a system have already done so. Pakistan introduced commercial mass 
ÀOWHULQJVRIWZDUHWRLPSOHPHQWSROLWLFDOUHOLJLRXVDQGVRFLDOÀOWHULQJLQ(YHQ6RPDOLDGH-
FODUHGE\VRPHWREHDIDLOHGVWDWHKDVVWDUWHGXVLQJPDVV,QWHUQHWÀOWHULQJWHFKQRORJ\ Filtering 
within countries varies over time to coincide with key political and social events such as elections and 
XQUHVW)RUH[DPSOHWKH5XVVLDQSDUOLDPHQWSDVVHGQHZOHJLVODWLRQDOORZLQJIRUÀOWHULQJMXVWZHHNV
EHIRUHWKH:LQWHU2O\PSLF*DPHVLQ6RFKL9HQH]XHOD·VJRYHUQPHQWUHVSRQGHGWRSROLWLFDO
protests by blocking Internet users from sharing photos via Twitter and, reportedly, completely shut-
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ting down Internet service in some parts of the country.
&KLQDDQG,UDQFRQWLQXHWRVWDQGRXWIRUWKHLUZLOOLQJQHVVWRDSSO\HYHU\DYDLODEOHWRROWRVXSSUHVV







fail to follow the new rules will be blocked.11




blocking websites to include infringements on privacy. Many interpreted this move to have been a 




The incidence of cyberattacks continues to grow, combining a constantly evolving set of malware 










advance state interests by taking down the online presence of political opponents and dissidents and 
by running defamation campaigns. The use of electronic armies is a new tactic that serves these 










that facilitate social mobilization that concerns them the most, and explains the focus on individual 
leaders and increased attention in times of potential instability. A lesson of the color revolutions, the 
Arab spring, and a growing number of digitally mediated social movements is that politically moti-
vated and highly connected netizens can be rapidly transformed into street protesters. The hopes 
that liberation technologies might decisively turn the tide on authoritarian governments and undo the 
SRZHURIDXWKRULWDULDQUHJLPHVWRTXHOOSRSXODUXSULVLQJVKDYHGLPLQLVKHGRYHUWLPH7KHGLFWDWRU·V
dilemma—whether and how to allow the diffusion of communication technologies knowing that they 
are key to economic and social progress yet also empower civil society—is still relevant today, but 
may not be as sharp-edged as many had predicted.
,QPDQ\FRXQWULHVSDUWLFXODUO\WKRVHZLWKVWULQJHQWFRQWUROVRQWUDGLWLRQDOPHGLDWKHDELOLW\WRÀQG
DQGH[SUHVVDOWHUQDWLYHYLHZVRQSROLWLFDODQGVRFLDOLVVXHVLVXQTXHVWLRQDEO\HQKDQFHGE\GLJLWDO
communication. The Internet can be a haven for those banned from openly participating in political 




around the world. 
7KHLQFOLQDWLRQDQGDELOLW\WRFRQWURORQOLQHLQWHUPHGLDULHV³LQFOXGLQJ,63VWHOHFRPPXQLFDWLRQVFRP-
panies, mobile carriers, social media and social networking platforms, content hosts, app providers, 
and the like—continues to be the principal functional difference between those countries that infringe 
on digital human rights and those with a better record of protecting civil liberties online. Forcing 
intermediaries to cooperate with the government in removing and blocking content has been the 
IRXQGDWLRQIRU,QWHUQHWÀOWHULQJUHJLPHVIRUDOPRVWWZRGHFDGHV7KHRWKHUNH\LQVWUXPHQW³UHTXLULQJ
intermediaries to surrender data on users—is employed by law enforcement everywhere. In some 
countries, communication infrastructure is directly controlled by the government, making access to 
data that much easier.
3ULYDWHFRPSDQLHVFRQWURODYDVWPDMRULW\RIWKH,QWHUQHW·VSK\VLFDOLQIUDVWUXFWXUHDQGPXFKRIWKH
VRIWZDUHWKDWUHVWVRQLWDQGKHQFHSOD\DSURIRXQGO\LQÁXHQWLDOUROHLQGHÀQLQJRQOLQHVSDFHV7KH\
serve as enthusiastic or reluctant agents of law enforcement mandates and at times as advocates for 





In more open societies, governments are appropriately less involved in policing content. In its place, 
private ordering—the voluntary arrangements worked out by non-governmental actors—is the prin-
cipal mechanism for shaping and constraining Internet activity. Terms of use govern the limits for 
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user behavior on the most prominent platforms, for example, keeping pornography and violence off of 
<RX7XEHDQG)DFHERRN(QIRUFLQJVXFKVWDQGDUGVRQSULYDWHSODWIRUPV³DOWKRXJKQRWVXEMHFWWRWKH
same procedural standard and accountability as one might expect in the legal system—is still subject 
to problems of scale and attribution. In the end, someone or something has to decide what comes 
down and what stays. The practical solution commonly adopted is a mix of crowdsourcing that allows 
XVHUVWRÁDJRIIHQVLYHPDWHULDODXWRPDWHGÀOWHUVDQGKXPDQUHYLHZZKLFKLQWURGXFHVPLVWDNHVLQ
both overreach and underreach and results in the removal of innocuous material while leaving toxic 
content untouched. Accuracy and fairness do not scale well. 
,QRSHQVRFLHWLHVWKHTXHVWIRUEDODQFHEHWZHHQUHLQLQJLQGDPDJLQJVSHHFKDQGSURWHFWLQJRSHQ-





Facebook, Twitter, and Microsoft to discuss the removal of extremist content that is not technically 




mobile phones to incite hatred. 
The incidence of hate speech, racism, misogyny, harassment, and threats of physical violence on the 
,QWHUQHWKDVJDLQHGPRUHDWWHQWLRQLQWKHSUHVVDQGSROLF\GLVFXVVLRQVLQWKHSDVW\HDU,WLVGLIÀFXOW
to ascertain whether the amount and severity of toxic speech online has increased over the past year. 
It does seem apparent that the calls for measures to rein in damaging speech have increased, leading 
many to reconsider whether a redrawing of the lines that protect free expression online are warranted. 











WKLQJVWKDWGHÀQH\RXµ This ruling offers a new foray into the application of notice and takedown 
UHJLPHVVLPLODUWRWKDWXVHGIRUWKH'0&$ZKLFKJRYHUQVWKHUHPRYDORIFRQWHQWEDVHGRQWKHLQ-
fringement of copyright. This system is scalable and problematic in many ways. 





rights to privacy, access to information, and free expression; safe harbor provisions that limit liability 
for intermediaries; and guidelines for net neutrality. The bill is remarkable not only for its novel artic-
ulation of Internet rights but also for the open public process that facilitated the creation of the law, 
which ultimately helped to overcome opposition to the bill and assure its passage. This precedent 
could set in motion other similar efforts to codify Internet rights as a counterbalance to measures to 
restrict activity, which are often crafted for noble reasons but can infringe upon and inhibit legitimate 
speech online.
The past year has also been eventful for net neutrality debates around the globe. In the addition to 
WKHSDVVDJHRIWKH0DUFR&LYLOLQ%UD]LOWKH(XURSHDQ3DUOLDPHQWSDVVHGVWURQJQHWQHXWUDOLW\OHJLV-
ODWLRQLQ$SULO,QWKH8QLWHG6WDWHVZKLOHWKH)&&GHFLGHGKRZWRUHVSRQGWRWKHGHHSGLYLGH
between open Internet proponents and telecommunications companies over possible non-discrimi-
nation guidelines, President Obama came down decisively on the side of strong net neutrality provi-
VLRQVFDOOLQJRQWKH)&&WR´LPSOHPHQWWKHVWURQJHVWSRVVLEOHUXOHVµWRSUHVHUYHDQRSHQ,QWHUQHW
Angela Merkel has taken a stance more closely aligned with industry in suggesting that a two-tiered 
V\VWHPZLOOEHWWHUHQDEOHLQQRYDWLRQRQH´ODQHµIRUKLJKSULRULW\WUDIÀFDQGRQHWKDWUHVHPEOHVFXUUHQW
conditions.
The world continues to come to terms with the revelations of pervasive state surveillance. The 
UHYHUEHUDWLRQVDUHEHLQJIHOWLQSROLF\GHEDWHVDURXQGWKHZRUOGLQSURSRVHGOHJLVODWLRQLQFRPSDQ\
policies, in civil society mobilization efforts, and in a renewed focus on the development of better 
WHFKQRORJ\DQGWRROV,QVRPHFRXQWULHV³%UD]LODQG5XVVLDPRVWQRWDEO\³WKHUHVSRQVHWRWKHVH





the right to privacy.








The technological responses to surveillance over the past year have been remarkable, adding to the 
PDQ\ORQJVWDQGLQJHIIRUWVE\LQGXVWU\QRQSURÀWRUJDQL]DWLRQVDQGLQGLYLGXDOVWRVHFXUHFRPPXQL-
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cation and privacy on the Internet and through mobile communications to protect against snooping 
governments, private sector data collection, and malicious hackers. Apple announced that data held 
on iPhones would be encrypted by default.7KHSRSXODUPHVVDJLQJDSS:KDWV$SSLQWURGXFHG
end-to-end encryption on communications using the app, such that the company would be unable to 
WXUQRYHUWKHFRQWHQWRIWKHVHPHVVDJHVWRODZHQIRUFHPHQWUHTXHVWV Mozilla, in conjunction with 
WKH7RU3URMHFWDQGWKH&HQWHUIRU'HPRFUDF\DQG7HFKQRORJ\ODXQFKHGWKH3RODULV3ULYDF\,QLWLD-







Governments have not in general supported overall security measures that would make it more 
GLIÀFXOWIRUJRYHUQPHQWVXUYHLOODQFHEXWDOVREHWWHUSURWHFWXVHUVIURPRWKHULQFXUVLRQVLQWRSHUVRQDO
privacy and data security at the hands malicious hackers and corporate data breaches. As companies 
and civil society groups continue to develop and improve tools to protect user privacy and security, 
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SOPA Lives: Copyright’s Existing Power to Block Websites




and online democratic participation.623$KDVQRZEHFRPHDIRXUOHWWHUZRUGDURXQG&DSLWRO+LOO
LQYRNHGZKHQHYHUDJURXSZDQWV,QWHUQHWOHJLVODWLRQWRIDLO%XWVRPHRI623$·VPRVWRXWUDJHRXV
powers—the powers that allowed law enforcement to take down material without any meaningful 
MXGLFLDOSURFHGXUHE\WDUJHWLQJ'16SURYLGHUV³GLGQ·WQHHG623$WRDSSHDU7KH\DUHDOUHDG\LQWKH
law. They have been used before in the name of copyright enforcement, and they sit waiting to be 
used again.
$VVHYHUDOVFKRODUVDWWKHWLPHQRWHG623$·VSUREOHPVZLWKIUHHGRPRIH[SUHVVLRQZHUHODUJHO\
procedural in nature. The bill created a system where private parties or the Attorney General could 
defund or take down online content without any court deciding, even preliminarily, that the content in 
TXHVWLRQLQIULQJHGFRS\ULJKW7KLVYLRODWHV´)LUVW$PHQGPHQWGXHSURFHVVµDVKRUWKDQGIRUDGRFWULQH
FRPLQJIURPDVHULHVRIFDVHVIURPVVZKHUHWKH6XSUHPH&RXUWLPSRVHGVWULFWOLPLWDWLRQV
for governments attempting to seize or license the sale of material suspected to be obscene.4 The ef-
fect of these rulings was to institute extra procedures that law enforcement must follow when seizing 
ERRNVÀOPVPDJD]LQHVDQGRWKHUH[SUHVVLYHPDWHULDOIRULWVFRQWHQWLPSDUWLDOMXGJHVPDNHWKHFDOO
as to whether content is, in fact, unlawful, either before or immediately after the government seizes 
PDWHULDOGHFLVLRQVDERXWZKDWFRQWHQWLVXQODZIXODUHQRWPDGHE\DJHQWVLQWKHÀHOGDQGVHL]XUHV
done for the purpose of gathering evidence do not have the effect of stopping speech from reaching 
its audience until a court weighs in. These are burdens that go beyond what law enforcement must 
normally do in order to seize evidence or contraband—as one court remarked, the standards and 
procedures for seizing unlawful speech are stricter than those for arresting unlawful speakers.
$QGVRZKHWKHURUQRWWKHFRQWHQWRQZKDW623$FDOOHG´IRUHLJQLQIULQJLQJVLWHVµGLGYLRODWHFRS\ULJKW
ODZ623$ZDVZURQJLQVXJJHVWLQJWKHJRYHUQPHQWFRXOGJRDERXWFHQVRULQJLWLQWKHZD\WKDWWKH
bill contemplated. This result is very much as it should be; the guard against prior restraints is the 





FRS\ULJKWHQIRUFHPHQWLQDSURJUDPFDOOHG´2SHUDWLRQ,Q2XU6LWHVµ The sites were largely described 
DV´OLQNLQJµVLWHVWKDWFRQWDLQHGOLQNVWRÀOHVVWRUHGRQYDULRXVFORXGVWRUDJHDQG´F\EHUORFNHUµVLWHV
though several sites also contained blogs, forums, and other content.10 No judge was ever involved 
WRDGMXGLFDWHWKHZHEVLWHV·FULPLQDOLW\HYHQDVDSUHOLPLQDU\PDWWHU1RDFFRPPRGDWLRQZDVPDGH
to ensure that speech would continue to reach its audience while illegality was determined. In short, 
WKHPRUHVWULQJHQWVWDQGDUGVRI´)LUVW$PHQGPHQWGXHSURFHVVµZHUHQRZKHUHWREHIRXQG$OOWKDWLW
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took was a warrant, a statement before a magistrate showing that law enforcement had some cause 





statutes allow the government to seize property implicated in criminal activity without prosecuting 
anyone for a crime.:KLOHFRS\ULJKWKDVORQJKDGDIRUIHLWXUHSURYLVLRQWKH352,3$FW
radically expanded it to allow the government to seize essentially any property used in any manner 
to commit or facilitate criminal copyright infringement.14 The law treats these seizures like any other 
contraband, ignoring the fact that nearly all seizures done in the name of copyright are seizures of 
speech, and the line between constitutionally protected speech and unlawful infringement is often 
TXLWHXQFHUWDLQ
&LYLOIRUIHLWXUHLVDOVRDQHVSHFLDOO\QHIDULRXVZD\WRJRDERXWFHQVRULQJVSHHFKEHFDXVHUHFODLPLQJ
LQDSSURSULDWHO\VHL]HGSURSHUW\LVDQRWRULRXVO\ORQJDQGGLIÀFXOWSURFHVV This is best illustrated by 
ZKDWKDSSHQHGQH[WLQ2SHUDWLRQ,Q2XU6LWHV7ZRRIWKHZHEVLWHV³GDMD]FRPDSRSXODUKLSKRS
music blog, and rojadirecta.org, a website that aggregated links to streaming sports broadcasts—
FKDOOHQJHGWKHVHL]XUHVDQGWULHGWRJHWWKHLUGRPDLQVUHOHDVHG,QERWKFDVHVWKH'HSDUWPHQWRI
Justice objected and held the domain names for more than a year before dismissing their cases and 
releasing the domains without any explanation. No court ever determined whether the procedures 
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Aereo ruling has the potential to impact a wide range of services that grant users access to content 
VWRUHGLQORFDWLRQVRWKHUWKDQWKRVHXVHUV·RZQKDUGGULYHV




receive over-the-air broadcast signals and facilitated cord-cutting for those who wanted to watch 
network programs via the Internet. 
$HUHRDUJXHGWKDWLWVVHUYLFHZDVHIIHFWLYHO\OLNHDQDQWHQQDWKDWDQ\YLHZHUPLJKWFRQQHFWWRKHU79
set and use to access free broadcast signals; Aereo did not publicly perform the copyrighted programs 
WKDWLWVVXEVFULEHUVDFFHVVHGDQGLWWKXVGLGQRWLQIULQJHFRQWHQWRZQHUV·ULJKWV6HYHUDO79SURGXFHUV
and broadcasters claimed, to the contrary, that Aereo publicly performed their copyrighted television 







mances or transmissions to the public, notwithstanding the fact that each antenna delivered content 
to only an individual Aereo subscriber.
The long-term legacy of the Aereo decision remains to be seen, but it offers some lessons for anyone 
seeking to innovate in a heavily-regulated environment and, in particular, those looking to develop 
cloud-based storage and content delivery systems. 
2QWKHEURDGHULQQRYDWLRQIURQWLWLVZRUWKQRWLQJWKDWWKHFRPSOH[DUFKLWHFWXUHRI$HUHR·VV\VWHP
with its thousands of tiny antennas assigned to thousands of individual subscribers, seemed driven 
DWOHDVWDVPXFKE\OHJDOFRQVLGHUDWLRQVDVWHFKQLFDORQHV$HUHRODXQFKHGLQ1HZ<RUN&LW\DQGD
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SULRUGHFLVLRQIURPWKHIHGHUDODSSHOODWHFRXUWWKDWLQFOXGHV1HZ<RUNZLWKLQLWVMXULVGLFWLRQVHHPHG

















• An individual may lawfully connect an antenna to her television at home and watch pro-
JUDPPLQJGHOLYHUHGYLDRYHUWKHDLUEURDGFDVWVLJQDOV7KHORJLFRI&DEOHYLVLRQGLFWDWHV
that she may do so even if the antenna is moved to a remote facility.
1RWRQO\GLGWKH6XSUHPH&RXUWVHHWKHFDVHGLIIHUHQWO\LWGLGVRLQDGHFLVLRQWKDWFLWHG&DEOHYLVLRQ
only once in its eighteen pages of analysis. 
The result in Aereo underscores the inherent volatility of innovating in a space governed by limited 
legal precedent, in reliance on modern interpretations of statutes drafted long before the technology 
DWLVVXHZDVFRQWHPSODWHGOHWDORQHLQYHQWHG&ULWLFVRI$HUHRVXJJHVWHGWKDWWKHVHUYLFHZDVWDNLQJ
advantage of a legal loophole; proponents reframed the service as simply following the law set forth 
E\WKH6HFRQG&LUFXLW·V&DEOHYLVLRQGHFLVLRQ%XWDVWKH&RXUW·VUXOLQJGHPRQVWUDWHVWKHODZFDQEH
uncertain, especially as it concerns new technology.
2QWKHVSHFLÀFOHJDOTXHVWLRQVDWWKHKHDUWRIWKH$HUHRGHFLVLRQRQHFDQQRWLJQRUHWKHVHWWLQJRI
WKHFDVH$HUHR·VSRVLWLRQ³WKDWLWZDVHQWLWOHGWRRIIHUEURDGFDVWWHOHYLVLRQSURJUDPPLQJWRLWVXVHUV
without paying fees to content owners—took direct aim at long-standing licensing regimes that permit 











matter but was not so blatantly and forcefully upending the existing business models and licensing 
UHJLPHVRQZKLFKLWVFRPSHWLWRUVUHOLHG%XWWKHGHFLVLRQVXJJHVWVWKDWFRS\ULJKWODZ³ZKLFKLV
ostensibly concerned with technicalities—may lend itself to more functional applications that look at 
the practical impact of a piece of technology rather than its narrow technical contours.
)RUZKDWLW·VZRUWKWKH6XSUHPH&RXUWZHQWRXWRILWVZD\LQWKH$HUHRGHFLVLRQWRVD\WKDWLWV
KROGLQJZDVOLPLWHGWRWKHIDFWVEHIRUHLWDQGH[SUHVVO\FRQFOXGHGE\QRWLQJWKDWTXHVWLRQVDERXWWKH
implications of copyright law on other technologies—including cloud computing—should await cases 
´LQZKLFKWKH\DUHVTXDUHO\SUHVHQWHGµ:KHWKHURUQRWWKHVSHFLÀFKROGLQJRI$HUHRLVOLPLWHGRQH
can be certain that lower courts grappling with those other technologies will look to Aereo for guid-
ance in the coming years.
Notes
 ,WKDVORQJEHHQHVWDEOLVKHGWKDWDSHUVRQUHFRUGLQJWHOHYLVLRQSURJUDPVDWKRPHIRUSXUSRVHVRI´WLPHVKLIWLQJµ³LH
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The Spanish Origins of the European “Right to be Forgotten”: The 























information on the tragedy and those who merely sought information about the campground, given 
that the way Google presented the search results at that time resulted in serious damages for the 
company. 
In both cases, the personal information involved in the cases had been disseminated in proportion 
to its relevance when it was initially published. Nevertheless, the fact that this information was still 
ZLGHO\DYDLODEOHWRDODUJHDXGLHQFHWHQWRÀIWHHQ\HDUVDIWHUWKHRULJLQDOLQFLGHQWVGLGQRWDSSHDU
to be logical if, on the one hand, it caused substantial moral and economic damages and, on the 
other, if the circumstances that led to its publication no longer existed. For this very reason, the right 
to be forgotten offers a solution that helps prevent longlasting damages while respecting freedom of 
H[SUHVVLRQLWLVZRUWKQRWKLQJWKDWWKHUXOLQJLVFRQWURYHUVLDOH[SHUWVGLVDJUHHRQWKHHIIHFWLYHQHVV
of the approach1). This could entail establishing a reasonable timeframe for universal access to this 
W\SHRILQIRUPDWLRQDQGDIWHUZDUGVHLWKHUDUHPRYLQJWKHRULJLQDOLGHQWLI\LQJLQIRUPDWLRQIURPWKH
source, substituting it for initials or, b) considering instituting a two-step barrier before being able to 
access the information. In the latter approach, after a reasonable timeframe, the original information 
ZRXOGEHWUDQVIHUUHGWRDSHULRGLFDODUFKLYHWKDWZRXOGRQO\EHDFFHVVLEOHWKURXJKWKHPHGLDVRXUFH·V
website, and not directly through the search engines.










MVI"WH[W	GRFLG 	SDJH,QGH[ 	GRFODQJ (1	PRGH UHT	GLU	RFF ÀUVW	SDUW 	FLG 
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Troubling Solution to a Real Problem 
-RQDWKDQ=LWWUDLQ




raises several big problems.
)LUVWVKRXOGWKHVHDUFKHQJLQHGHFLGHQRWWRDFWXSRQWKHUHTXHVWWKHSHUVRQPDNLQJWKHUHTXHVWFDQ
appeal—but there is no parallel mechanism for anyone else, such as the affected website, to appeal 
ZKHQWKHVHDUFKHQJLQHJUDQWVDUHTXHVW0RUHRYHUZKHQWKDWKDSSHQVDUHPRYDODSSHDUVWREH






















for Google and others to hand-tweak results, breaching a longstanding editorial-style barrier that repu-
table search engines have taken pride in maintaining. For example, Google for many years has offered 
DQH[SODQDWLRQWRWKRVHFXULRXVDQGDWWLPHVRXWUDJHGWRÀQGWKDWDVHDUFKRQWKHZRUG´-HZµRIWHQ
SRLQWVWRDQDQWL6HPLWLFVLWHDVLWVÀUVWKLW7KDWH[SODQDWLRQ³KWWSZZZJRRJOHFRPH[SODQDWLRQ
html—indicates an unwillingness by Google to hand-adjust search results to suit particular tastes, 
LQFOXGLQJLWVRZQ5DWKHU*RRJOHXQGHUWDNHVEURDGFKDQJHVWRLWVVHDUFKDOJRULWKPLQWKHQDPHRI
increasing relevance or combatting spam and other search engine optimization. To ask Google and 






re-asserting regulatory sovereignty over intermediaries instead unleashed far more self-conscious, but 
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Community Mesh Networks: The Tradeoff Between Privacy, Openness, 
and Security
3ULPDYHUD'H)LOLSSL





technologies promoting a more decentralized, peer-to-peer approach to network infrastructure and 
connectivity. Mesh networks are often reported as being more resilient and secure than the Inter-
net, and it is not uncommon for people to regard them as a reactionary measure to the massive and 
JHQHUDOL]HGVXUYHLOODQFHXQGHUWDNHQE\WKH16$7KHLUGHFHQWUDOL]HGFKDUDFWHULVRIWHQUHJDUGHGDV
a means to keep communication running during a period of crisis, while also providing a safe haven 
for activists eager to escape from both surveillance and censorship. This leads people to assume that 
mesh networks alone can resolve most of the privacy and security concerns of the Internet network—
an assumption that is, unfortunately, often untrue.
Of course, mesh networks can be—and have been—made highly robust and secure, e.g., in the 
FRQWH[WRIPLOLWDU\JUDGHPHVKQHWZRUNVGHSOR\HGLQZDU]RQHV<HWWKHVHQHWZRUNVDUHH[WUHPHO\
UHVWULFWHGLQWKHLUXVHWKH\DUHFRQÀJXUHGWRDOORZRQO\DSUHGHWHUPLQHGVHWRISHRSOHWRFRQQHFWWR
them, and all communications are encrypted through proprietary algorithms that remain secret and 
internal to the network. 
In the case of open community mesh networks, the situation is much different. Most of these net-
works are meant to provide an Internet connection to an underserved area with little or no telecom-
PXQLFDWLRQLQIUDVWUXFWXUHDQGDUHGHVLJQHGWREHDVRSHQDQGLQFOXVLYHDVSRVVLEOHDQ\RQHFDQXVH
the network or even connect a new node to the network. 
In this regard, the decentralized and collaborative nature of community mesh networks might actually 
run counter to the security and privacy of users. To the extent that they are operated by the com-
munity, these networks also need to be secured by the community. Although many tech savvy users 
DUHLQYROYHGLQWKHLQLWLDOVHWXSRIDPHVKQHWZRUNPRVWRIWKHXVHUVWKDWVXEVHTXHQWO\FRQQHFWWR
it are unlikely to spend much time securing the network. Hence, if a network is only as secure as its 




Internet constitutes an important bottleneck. The interconnection point is exactly where the problem 
OLHVRQFHFRQQHFWHGWRWKH,QWHUQHWZKHWKHUDXVHUFRQQHFWVWRDQRQOLQHRSHUDWRUVXFKDV*RRJOHRU
)DFHERRNWKURXJKDPHVKQHWZRUNRUDVWDQGDUG,QWHUQHWFRQQHFWLRQGRHVQ·WPDNHPXFKGLIIHUHQFH







spanning geographical borders to create a direct link between them. 










end-user application allowing anyone with an iPhone or an iPad to create a modular mesh network 
E\H[SORLWLQJWKH%OXHWRRWKFRQQHFWLYLW\SURYLGHGE\L26,WRQO\WRRNDIHZZHHNVIRUDVLPLODU
IXQFWLRQDOLW\WREHHQDEOHGRQ$QGURLGSKRQHVVRWKDWERWKL26DQG$QGURLGXVHUVFDQQRZFRPPX-
nicate on the same mesh network. 
Perhaps, as more of such applications are deployed on standard end-user devices, we might soon 
witness the mainstream adoption of mesh networking technologies, and hopefully the revival of an 
open and decentralized Internet infrastructure respectful of the end-to-end principle and devoid of any 
bottlenecks or gatekeepers.
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Warrant Canaries Beyond the First Amendment1
-RQDWKRQ:3HQQH\
:DUUDQWFDQDULHVKDYHHPHUJHGDVDQLQWULJXLQJWRROIRU,QWHUQHWFRPSDQLHVWRSURYLGHVRPHPHDVXUH
of transparency for users while also complying with national security laws, or so the argument goes. 
+RZGRWKH\ZRUN"$ZDUUDQWFDQDU\LVDVWDWHPHQWWKDWDQ,QWHUQHWFRPSDQ\UHJXODUO\SXEOLVKHV
indicating it has not yet received a legal process that, if received, the company would be prohibited 
from disclosing. Once such a legal process is received, the Internet company removes the statement, 
providing a kind of silent signal or warning.4 Like the canaries in coal mines, the warrant canary is 
meant to warn users about the presence of a threat; here, it is not the presence of noxious gas, but 
overreaching government activities that may threaten rights. 
:DUUDQWFDQDULHVKDYHEHHQSUHGRPLQDQWO\HPSOR\HGE\,QWHUQHWFRPSDQLHVEDVHGLQWKH8QLWHG
6WDWHV³OLNH$SSOH7XPEOU6LOHQW&LUFOH6SLGHU2DNDQG3LQWHUHVW³DQGW\SLFDOO\DSSHDULQWUDQV-
parency reports about user data. These American origins are not surprising, as warrant canaries are 
HVVHQWLDOO\GHVLJQHGIRU86ODZ:KLOHWKH86DXWKRULWLHVPD\EHDEOHWR´JDJµRUSUHYHQW,QWHUQHW
companies from talking about secretive legal processes they receive, the theory is the First Amend-
ment would prevent the government from compelling Internet companies from continuing to publish 
the warrant canary.7KLVLVNQRZQDVWKH)LUVW$PHQGPHQW·V´FRPSHOOHGVSHHFKµGRFWULQH7KRXJK
there is very little scholarship on point and no cases testing the theory, there is at least a reasonable 
DUJXPHQWIRUWKHOHJDOLW\RIZDUUDQWFDQDULHVLQWKH86DVRQHUHFHQWDQDO\VLVKDVFRQFOXGHG The 
,OOXVWUDWLRQE\:LOORZ%UXJK






lia—have a secret treaty that governs information sharing and surveillance cooperation as well as 








legal or constitutional restraints on compelled 
speech, that is, the power of the state to 
force a citizen to say something as opposed 
to merely restricting speech. The government 
could not, for example, compel Apple to 
publish a false statement that it had never re-
FHLYHGDQRUGHUXQGHU6HFWLRQRIWKH86$
Patriot Act, if it had.,Q&DQDGDODZHQ-












LVDUHDVRQDEOHOLPLW³RQHWKDWLV´GHPRQVWUDEO\MXVWLÀDEOHLQDIUHHDQGGHPRFUDWLFVRFLHW\µ This is 
OLNHO\DSUREOHPIRUZDUUDQWFDQDULHVDV&DQDGLDQFRXUWVKDYHSURYHQTXLWHGHIHUHQWLDOWRJRYHUQPHQW
MXVWLÀFDWLRQVIRUFRPSHOOHGVSHHFKÀQGLQJLWDUHDVRQDEOHOLPLWRQVHFWLRQEULJKWVLQDUDQJHRI
contexts, including a compelled oaths, union fees, tobacco health warnings, as well as an order 
IRUFLQJDQHPSOR\HUWR´VD\µRQO\FHUWDLQREMHFWLYHIDFWVLQDVWDWHPHQWZKLOHUHVWULFWLQJDQ\VSHHFK
that contradicted those facts.&RXUWVZRXOGOLNHO\ÀQGQDWLRQDOVHFXULW\RU´DQWLWHUURULVPµREMHF-
WLYHVFRPSHOOLQJRUSUHVVLQJUHDVRQVWRMXVWLI\VXFKOLPLWV,Q&DQDGDWKHUHLVVRPHOHJDOSRWHQWLDOIRU
warrant canaries, but it is shaky at best. 
,OOXVWUDWLRQE\:LOORZ%UXJK











company to attempt at this point. The situation in Australia is more certain—warrant canaries have 
little legal basis. There is no explicit or implied constitutional protection for freedom of expression, 
nor right against compelled speech, in the country, beyond narrow common law limits. The Australia 
+LJK&RXUWDVUHFHQWO\DVLVVXHGDODQGPDUNGHFLVLRQRQFRPSHOOHGVSHHFKÀQGLQJWKDWD
law imposing sweeping forms of compelled speech on private companies—in the form of government 
prescribed standard packaging and intrusive health warnings for tobacco products—entirely consti-
tutional. Notwithstanding the broad scope of the government compelled speech, this result was, 














to name a few. These are the very objectives public authorities would likely cite to justify compelled 
speech in a national security investigation; they would also have explicit language to rely on for these 
OLPLWVLQ$UWLFOH:KDWLVPRUH´XQZULWWHQµFRPPRQODZVSHHFKSURWHFWLRQVDUHMXVWDVXQKHOS-
ful. Again, no clear legal basis exists for warrant canaries.
,QWHUQHWFRPSDQLHVWRGD\ÀQGWKHPVHOYHVFDXJKWEHWZHHQJURZLQJXVHUGHPDQGVIRUWUDQVSDUHQF\
DQGJRYHUQPHQWUHTXLUHPHQWVWKDWDQ\VHFUHWQDWLRQDOVHFXULW\UHTXHVWVPDGHWRWKRVHFRPSDQLHV
remain exactly that—secret. In this increasingly complex legal and regulatory space, warrant canaries 
RIIHUDSRWHQWLDOO\LQQRYDWLYHWRROIRUJUHDWHUWUDQVSDUHQF\EXWWKH\PD\EHDV-RQDWKDQ=LWWUDLQKDV
suggested, too clever by half.$PRQJWKHRWKHUFRXQWULHVLQWKH)LYH(\HVLQWHOOLJHQFHDOOLDQFH³DOO
EH\RQGWKHUHDFKRIEURDG86)LUVW$PHQGPHQWSURWHFWLRQV³WKHOHJDOLW\RIZDUUDQWFDQDULHVLVPXUN\
and fraught with uncertainty; a risky venture for any Internet company to undertake.


























































unclear on point). 
 $VTXRWHGLQ%HQ-RKQVRQ´$&DQDU\LQWKH&RDO0LQHDQG,Q<RXU0DFµ0DUNHWSODFH7HFK0D\KWWS
ZZZPDUNHWSODFHRUJWRSLFVWHFKFDQDU\FRDOPLQHDQG\RXUPDF
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diverse sectors that would be affected by the law under discussion, but the latest version nevertheless 
includes components that would undermine its stated commitment to neutrality. 
)RUH[DPSOHWKHGUDIWSURSRVHVWKDWWKHSULQFLSOHRIQHXWUDOLW\DSSO\RQO\WR´OHJDOµFRQWHQWDSSOL-
FDWLRQVDQGVHUYLFHV6XFKDSURSRVDOLPSOLHVDWULFN\QHJRWLDWLRQRIOHJDOLW\LQWHUPVRIERWKVFRSH










services fall under this designation. 
Lawmakers have also been mulling over legislative projects related to intermediary liability, which is 
not currently regulated in Argentina. This means that in rulings involving an intermediary—an Internet 
service provider, search engine, or platform—judges may invoke whatever norms they deem applica-










cases that directly implicate the issue of intermediary liability, there is an urgent need for Argentina to 
legislate this issue without imperiling free expression. 
The discussions surrounding net neutrality and intermediary liability signal that we, as users of Inter-
net-based platforms and applications, are in the midst of a moment that may mark a fundamental 
shift in our technological lives. In Argentina, there is still time to avoid enacting into law errors that 
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trate when police entered his backyard in pursuit of his roommate, who was attempting to outrun 
DPLQRULQSRVVHVVLRQRIDOFRKROFKDUJH:KLOHVHDUFKLQJWKHUHVLGHQFHVKHULIIGHWHFWLYHVIRXQG
ZKDWZDVGHVFULEHGLQWKHLUSUHVVUHOHDVHDV¶FKLOGSRUQRJUDSK\·RQ/LHQKDUW·VFHOOSKRQHOHDGLQJ
to Lienhart being booked on child pornography charges in addition to drug charges.1<HWKRZPDQ\
\HDUROGVYHU\UHFHQWO\PLQRUVWKHPVHOYHVPLJKWKDYHVLPLODUFRQWHQWRQWKHLUSKRQHV"+RZGR




FRQGXFWLQYROYLQJVRPHRQHXQGHU\HDUVRIDJHµ Penalties under child pornography laws can 
LQFOXGHÀQHVLPSULVRQPHQWDQGUHJLVWU\DVDVH[RIIHQGHU:KDWLVXQFOHDULQSUDFWLFHKRZHYHU
is distinguishing between child sexual abuse images—in which the image is taken and distributed 
without consent or through violence or coercion, and which seem to be the intended target of existing 
law—and self-generated images taken by minors and willingly shared with other minors. Given the 
legislative grey area surrounding sexting, teens are potentially at risk of criminal charges for what has 
become a widespread practice.
The relevance and applicability of laws intended to protect minors from the production of child sexual 













exception of the age of the participants, the conditions under which these images are created and 
distributed concretely differ from the abusive situations that existing child pornography laws address. 
&RQVLGHUDWLRQRI:RODNHWDO·VUHFRPPHQGDWLRQVWRDSSO\´H[SHULPHQWDOµYHUVXV´DJJUDYDWHGµFULWHULD
to these cases might provide the nuance necessary to reduce vulnerabilities present under current 
legislation.
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8QWLOUHFHQWO\LWKRYHUHGDWDURXQG1 leaving around a billion Indians without access, inevita-
EO\WKRVHZLWKORZHUOHYHOVRIHGXFDWLRQDQGVPDOOHULQFRPHVLQRWKHUZRUGVWKHRQHVZKR·GEHQHÀW
the most from the information and opportunities available on the Internet). 
%XWFRQVLGHU,QGLD·VSUREOHPV6RPHPLJKWDUJXHWKDWWKHUHDUHELJJHULVVXHVWKDQDODFNRIEURDG-
EDQG7KUHHKXQGUHGPLOOLRQSHRSOHGRQ·WKDYHHOHFWULFLW\ and a similar number are illiterate. Half 
WKHSRSXODWLRQGRHVQ·WHYHQKDYHDWRLOHWDWKRPH4
















The most successful content and platforms in India, like anywhere else, demonstrate a deep under-
VWDQGLQJRIWKHLUDXGLHQFHV7KHVHDUHWKHNH\GHVLJQFKDOOHQJHV
/DQJXDJH²)HZHUWKDQRI,QGLDQVDUHÁXHQWLQ(QJOLVK so these new mobile Internet users 
DUHLQVWHDGOLNHO\WRFRPPXQLFDWHLQRQHRI,QGLD·VPDMRUODQJXDJHVRUPRUHDFFXUDWHO\LQRQHRI
countless dialects).






often fail to load, and the connection itself can be erratic.
/RZDWWHQWLRQVSDQ²6PDUWSKRQHXVHUVVSHQGIDUPRUHWLPHRQVRFLDOPHGLDHQWHUWDLQPHQWDQG
SUDFWLFDOQHFHVVLWLHVOLNHPRELOHPRQH\WKDQRQQHZV:HZLOOQHHGWRÀJXUHRXWDZD\WRPDNH
news engaging, necessary, and shareable.
6LQFHPRVW,QGLDQXVHUVVHHPXQOLNHO\WRJRGLUHFWO\WRQHZVVLWHVZHZLOOQHHGWRJRWRWKHSODWIRUPV
WKH\XVHPRVW7KHLPPHGLDWHIXWXUH³DQGJUHDWHVWRSSRUWXQLW\³LVZLWKFKDWDSSVOLNH:KDWVDSS
PLOOLRQXVHUVDQG:H&KDW These are proper social networks that work well on low-end devices.
0HGLDFRPSDQLHVZLOODGGUHVVWKHFKDOOHQJHV,·YHRXWOLQHGDERYHLQGLIIHUHQWZD\V7KHVXFFHVVIXO
ones are likely to be those who can work out how to respond to users and build the right platforms, 
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Dispute Resolution in the Sharing Economy
(WKDQ.DWVKDQG2UQD5DELQRYLFK(LQ\ 
7KH6KDULQJ(FRQRP\LVRIWHQGHVFULEHGLQKLJKO\SRVLWLYHWHUPVUHIHUULQJWRVXFKYDOXHVDVVKDULQJ
collaboration, responsibility, trust, cooperation, and accountability.1 In the aftermath of the economic 
downturn, such values were embraced and celebrated. New technologies, mainly the spread of social 
media and increased availability of smart phones, have fed into these developments and reinforced 








5HOD\5LGHVDQGRWKHUV4 are largely selling services, thus allowing anyone to sell any service to 
DQ\RQHHOVH,QVRGRLQJWKH6KDULQJ(FRQRP\LVFUHDWLQJDQGHQFRXUDJLQJSDUWLFLSDWLRQLQPDQ\
PDUNHWSODFHVJHQHUDWLQJPRUHYDULHGDQGFRPSOH[GLVSXWHVDPRQJXVHUVDQGUHTXLULQJDUHWKLQNLQJ


















scale revenue, and dispute resolution is often viewed as a distraction or an investment of funds that 
are needed elsewhere. Advertising the existence of a dispute resolution process also acknowledges 
that disputes occur, something, we have often been told, entrepreneurs think can be hidden or at 
least not advertised. Lastly, these companies, borrowing from earlier models, often assume that 










former director of online dispute resolution has explained the value of responding to bad experiences 
DVIROORZV
As an example, imagine you were buying gifts for your family and friends over several 
ZHHNVOHDGLQJXSWRWKHKROLGD\VHDVRQ«LPDJLQHWKDWRQHRIWKHLWHPVDUULYHVDQGWKHUH
is a problem. Maybe it was damaged in shipping, or maybe the wrong item was delivered. 
:KHQWKDWKDSSHQV\RXDVWKHSXUFKDVHUPXVWSD\LQGLYLGXDODWWHQWLRQWRWKDWSDUWLFXODU
WUDQVDFWLRQ<RXJREDFNWR\RXUHPDLOVHDUFKIRUWKHLWHPUHFHLSWDQGGHWHUPLQHZKLFK
marketplace the item was purchased from. Then you go to the website of the marketplace 
and try to determine what you need to do to get the problem resolved. That is the moment 
at which the buyer experiences an in-depth and unexpected interaction with an e-commerce 
market-place. That is the moment where loyalty is imprinted. If the marketplace provides 
DQHDV\WRÀQGSURFHVVIRUUHVROYLQJWKHSUREOHPDVWURQJLPSUHVVLRQLVPDGHLQWKHPLQG
of the buyer. If the marketplace does not provide any easy to discover process for resolving 
WKHSUREOHPWKHEX\HU·VH[SHULHQFHLQVWHDGLVRQHRIIUXVWUDWLRQZKLFKFUHDWHVDVWURQJ
impression in the other direction.






to tailor dispute systems to the nature of disputes, parties and the setting in which they arise, they 
have often overlooked the role of technology in such systems. The sharing economy thus provides a 
fascinating case study for examining the characteristics of disputes in the internet age, the limitations 
RIWUDGLWLRQDODYHQXHVDQGWKHSRWHQWLDORI2'5PHFKDQLVPVIRUDGGUHVVLQJVXFKGLVSXWHV,WDOVR
provides an insightful arena for studying the evolution of new systems for addressing disputes in the 































The mismatch between traditional mechanisms for preserving privacy and the realities of digital 
QHWZRUNVDUHPRUHDSSDUHQWHDFKGD\7KH,QWHUQHW´WKHZRUOG·VELJJHVWFRS\PDFKLQHµ1 has elimi-
nated the principal mechanism for preserving privacy; it used to be expensive to record and maintain 
information on the everyday comings and goings of citizens. Now that so many citizens travel with 
ORFDWLRQWUDFNLQJGHYLFHVYROXQWHHUWRKHOSÀOORXWDGLJLWDOPDSRIWKHLUVRFLDOQHWZRUNV³LIQRW
already fully captured by their phone records—and conduct their lives and share their thoughts in a 
PDFKLQHUHDGDEOHIRUPDWWKHERXQGDULHVRISULYDF\DUHKDUGHUWKDQHYHUWRGHÀQHDQGSURWHFW
Traditional privacy protection was premised on the notion of informed consent, that individuals would 
understand the implications of their choices to share personal information before making decisions 
to allow others to collect information on them. In any practical sense, this notion is obsolete in the 
GLJLWDODJHZKHUHXVHUVRI,QWHUQHWVHUYLFHVKDELWXDOO\DJUHHWROHQJWK\´FOLFNWKURXJKµDJUHHPHQWV
ZLWKRXWUHDGLQJWKHP3ULYDF\ODZVVWLOOUHO\KHDYLO\RQWKLVÀFWLRQDOSUHPLVHWKDWLQGLYLGXDOVDUHZHOO
informed about the terms under which they share data prior to giving consent. 
Most studies on the subject indicate that we have a fuzzy understanding of what privacy means 
at best, and that our actions contradict our stated preferences on privacy; when asked in surveys, 
Internet users express growing concerns over online privacy, yet they continue to share a stunning 
amount of sensitive information online. The contradictions almost make sense if what we want is the 
right to control where, how, and with whom we share data, and if that principle is applied to a digital 
world in which the context is changing in ways we are not able to observe. In any case, the platforms 
and technologies that collect data about us are not designed to recognize and respect these subtle 
distinctions in context.   
7KHSRWHQWLDOEHQHÀWVRIPLQLQJELJGDWDIRUVRFLDOJRRGDUHOHJLRQ,PSURYLQJWKHSURYLVLRQRIKHDOWK
services, education, energy, and security is critically tied to better monitoring outcomes made possi-
ble through data collection and analysis.7KHUHLVDVL]HDEOHDQGKDUGWRTXDQWLI\RYHUODSEHWZHHQ





and additional protections to avoid the most egregious disclosures of private data. 
&RQVXPHUSULYDF\LVLQH[WULFDEO\WLHGXSZLWKLVVXHVRIRQOLQHVHFXULW\DQGJRYHUQPHQWVXUYHLO-
lance—the same architectures that allow private companies to collect personal data or encourage 





to turn over this data to them, and the domestic and foreign governments that are able to monitor 




cyberattacks that precipitate massive data leaks. At present, those with the best access to user data 
are not the individuals themselves or researchers and public interest organizations. Instead, it is those 





on sensitive data. Many believe that access to this data will revolutionize research by providing a rich 
IRXQGDWLRQIRUTXDQWLWDWLYHVRFLDOVFLHQFHUHVHDUFK
The possible ways for individuals to reconcile privacy with responsible data use include changing 
personal behaviors to better protect personal data and avoiding platforms that are known to be 
aggressive about collecting data, sloppy in protecting this data, and promiscuous in sharing data with 
third parties. This is an impractical option for most, as this would entail no longer using many of 
the most useful services and platforms. Another factor is that users are not in a position to fully and 
DFFXUDWHO\HYDOXDWHKRZZHOOFRPSDQLHVSURWHFWWKHLUSULYDF\DQGVHFXULW\%UXFH6FKQHLHUGHVFULEHV
WKLVDV\PPHWULFXVHUFRPSDQ\UHODWLRQVKLSDV´GLJLWDOIHXGDOLVPµLQWKHVHQVHWKDWWKHSULYDF\DQG
security of users is tied to the decisions of their providers, over which they have no power and little 




and technological advances may play a supporting role. However, the current economic foundation 
RIWKH,QWHUQHWQRQVXEVFULSWLRQVHUYLFHVWKDWPRQHWL]HGDWDWKH\FROOHFWFRXSOHGZLWKDUHOXFWDQFH
of users to pay for privacy enhancing services) is a serious impediment. Most companies are not 
motivated to minimize data collection and sharing since they rely on it as their primary source of 
UHYHQXH1HZWHFKQRORJLHVZKLFKSURYLGHEHWWHUPHWKRGVIRUSUHVHUYLQJSULYDF\DQGFRQÀGHQWLDOLW\
in the context of sharing data and analysis, may offer companies tools to limit exposure and access 
E\WKLUGSDUWLHVZKLOHUHWDLQLQJWKHGDWD·VFRPPHUFLDOYLDELOLW\(PHUJLQJWKHRUHWLFDODSSURDFKHVVXFK
DV'LIIHUHQWLDO3ULYDF\KDYHVKRZQSURPLVHLQWKLVUHJDUG but they have not yet been successfully 
LPSOHPHQWHGLQSUDFWLFHDWVFDOH&RPSRXQGLQJODFNRILQFHQWLYHVDQGWRROVLVWKDWPDQ\FRPSDQLHV
KDYHEHHQVORZWRDOORFDWHWKHUHVRXUFHVQHFHVVDU\WRSURWHFWGDWDIURPF\EHUDWWDFNV,IWKHIUHTXHQF\
and impact of cyberattacks continue to increase over time, as they have over the last decade, 
companies will be forced to invest more to harden their infrastructure against cyberattacks. It remains 
to be seen whether this will succeed in turning back the tide.
The remaining option is the imposition of stronger legal protections. One way forward would be to 
give even greater power to regulators and authorities to help guide the collection and use of data, 
SRWHQWLDOO\WKURXJKWKLUGSDUW\DXGLWRUV7KH(XURSHDQ8QLRQVHHPVWREHIROORZLQJWKLVSDWKPHDQ-
ZKLOHWKH8QLWHG6WDWHVKDV\HWWRDOWHULWVVHFWRULDOIUDPHZRUNOHDYLQJPXFKRIWKHGDWDFROOHFWHGE\
Internet companies subject only to self-regulation. However, it is still unclear whether legal and reg-
ulatory remedies would achieve a better balance between the competing interests. Another approach 
would be to offer incentives to companies to take on heightened responsibility for the proper handling 




Hybrid models in which approaches are combined and stakeholders from government and industry 
partner together may be necessary. In most places around the world, the clarity of purpose and 
SROLWLFDOZLOOWRHQDFWVLJQLÀFDQWFKDQJHDUHVWLOOODFNLQJ$WHVWIRUWKHFRPLQJ\HDUVZLOOEHZKHWKHU
the diminishing online privacy is transformed into political action, a change in business models or 
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new globally agreed targets on issues such as ending poverty, promoting healthy lives, and securing 
JHQGHUHTXDOLW\1:LWKLQGHEDWHVRYHUZKDWWKHJRDOVVKRXOGEHGLVFXVVLRQVRIRQOLQHLQIRUPDWLRQ




traces from across the Internet could enable real-time monitoring.6HFRQGO\WKHPDVVLYH8QLWHG
1DWLRQVUXQ0\:RUOGVXUYH\ZKLFKKDVXVHGRQOLQHPRELOHDQGRIÁLQHGDWDFROOHFWLRQWRFDQYDV
over 4 million people across the globe on their priorities for future development goals, consistently 
IRXQG´$QKRQHVWDQGDFFRXQWDEOHJRYHUQPHQWµDPRQJVWSHRSOH·VWRSÀYHSULRULWLHVIRUWKH6'*V 
7KLVKDVIXHOHGDGYRFDF\FDOOVIRUH[SOLFLWRSHQJRYHUQPHQWJRDOVUHTXLULQJRQOLQHGLVFORVXUHRINH\







scrutiny and re-use. However, in parallel, cash-strapped governments are exploring the greater use 
of private sector data as policy process inputs, experimenting with data from mobile networks, social 
PHGLDVLWHVDQGFUHGLWUHIHUHQFHDJHQFLHVDPRQJVWRWKHUVVRPHWLPHVVKDUHGE\WKRVHSURYLGHUV
XQGHUWKHEDQQHURI´GDWDSKLODQWKURS\µ$VERWKKLJKO\SHUVRQDODQGFRPPHUFLDOO\VHQVLWLYHGDWD
these datasets are unlikely to ever be shared en-masse in the public domain, although this proprietary 
data may increasingly drive important policy making and implementation.  
 
,QSUDFWLFHWKHHYLGHQFHVRIDUVXJJHVWVWKDWWKH´RSHQE\GHIDXOWµLGHDLVVWUXJJOLQJWRWUDQVODWH
into widespread and sustainable access to the kinds of open data citizens and civil society need to 
KROGSRZHUIXOLQVWLWXWLRQVWRDFFRXQW7KHPXOWLFRXQWU\2SHQ'DWD%DURPHWHUVWXG\IRXQGWKDWNH\
accountability datasets such as company registers, budgets, spending, and land registries are often 
unavailable, even where countries have adopted open data policies.4$QGTXDOLWDWLYHZRUNLQ%UD]LO
has found substantial variation in how the legally mandated publication of spending data operates 
DFURVVGLIIHUHQWVWDWHVIUXVWUDWLQJHIIRUWVWREXLOGXSDFOHDUSLFWXUHRIZKHUHSXEOLFPRQH\ÁRZV 
Furthermore, studies regularly emphasize the need not only to have data online, but also the need for 
data literacy and civil society capacity to absorb and work with the data that is made available, as 
ZHOODVFDOOLQJIRUWKHFUHDWLRQRILQWHUPHGLDU\HFRV\VWHPVWKDWSURYLGHDEULGJHEHWZHHQ´UDZµGDWD
and its civic use.  
 
2YHUWKHODVW\HDURSHQGDWDHIIRUWVKDYHDOVRKDGWRLQFUHDVLQJO\JUDSSOHZLWKSULYDF\TXHVWLRQV 
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&RQFHUQVKDYHEHHQUDLVHGWKDWHYHQ´QRQSHUVRQDOµGDWDVHWVUHOHDVHGRQOLQHIRUUHXVHFRXOGEH
combined with other public and private data and used to undermine privacy.,Q(XURSHTXHVWLRQV
RYHUZKDWFRQVWLWXWHVDGHTXDWHDQRQ\PL]DWLRQIRURSHQLQJSXEOLFGDWDGHULYHGIURPSHUVRQDOO\LGHQWL-
fying information have been hotly debated.  
 
The web has clearly evolved from a platform centered on documents to become a data-rich platform. 
<HWLWLVSXEOLFSROLF\WKDWZLOOVKDSHZKHWKHULWLVXOWLPDWHO\DSODWIRUPWKDWVKDUHVGDWDRSHQO\
about powerful institutions, enabling bottom up participation and accountability, or whether data 
WUDFHVOHIWRQOLQHEHFRPHLQFUHDVLQJO\LPSRUWDQW\HWRSDTXHWRROVRIJRYHUQDQFHDQGFRQWURO%RWK
open data campaigners and privacy advocates have a key role in securing data revolutions that will 
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been directed at the state, on one hand, and at large Internet and telecommunications companies, on 
the other. There are, however, serious threats to privacy and other civil liberties from another seem-
LQJO\EHQLJQVRXUFHWKHPDWUL[RIRUJDQL]DWLRQVHQDFWLQJDQGLPSOHPHQWLQJGHYHORSPHQWDQGZHOIDUH
the world over. 
6HYHUDOIDFWRUVDUHDWSOD\KHUH7KHGHVLUHWRWUDQVIRUPJRYHUQDQFHDQGFLYLFSDUWLFLSDWLRQFDQJDOYD-
nize Internet penetration, the digitization of bureaucratic processes, and the roll-out of electronic vot-
LQJVFKHPHV3ROLF\JRDOVRIÀQDQFLDOLQFOXVLRQDQGSRYHUW\DOOHYLDWLRQRIWHQOHJLWLPL]HQDWLRQDOLGHQ-
WLW\SURMHFWVDQGFUHGLWUDWLQJV\VWHPVHVSHFLDOO\ZKHQIUDPHGDVHVVHQWLDODUFKLWHFWXUHIRUIUDXGUH-
sistant commerce). The frustration with endemic corruption and crony capitalism drives movements 
towards transparency and open government. Advances in technology trigger innovations in crisis 





are largely designed and implemented by development specialists, not technologists and lawyers. 




role of power imbalances, the lack of agency, the inability to provide genuine informed consent, and 
WKHGHVSHUDWHFLUFXPVWDQFHVWKDWUHQGHUWKHVRFDOOHG´SULYDF\EDUJDLQµPHDQLQJOHVV(YHQZKHUH
these ethical considerations are mapped out and addressed, the data may be stored, disseminated, 
FRPELQHGZLWKRWKHUGDWDRUXVHGLQZD\VWKDWDUHSULYDF\LQYDVLYHRUMXVWSODLQLQVHFXUH&RP-
mitments to open up data, whether mandated by funders, governments, academic institutions, or 
organizational values, can result in the publishing of identifying information rather than aggregated, 
DQRQ\PL]HGGDWD5HVRXUFHFRQVWUDLQWVPD\IRUFHWKHXVHRILQVHFXUHSODWIRUPVDQGVHUYLFHVIRUFRP-




and middle grounds, mapping ways to minimize the discriminatory effects of algorithmic bias, social 
VRUWLQJDQGGLVSDUDWHLPSDFW(TXDOO\LPSRUWDQWO\WKHQHHGIRUDFURVVGLVFLSOLQDU\DSSURDFKWRUH-
sponsible data ethics has gained traction, pulling together security experts, civil society actors, data 
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scientists, healthcare professionals, and other subject matter experts. This may not halt the emer-
JHQFHRID´ZHOIDUHLQGXVWULDOFRPSOH[µRISROLF\PDNHUVWHFKQRORJ\YHQGRUVZHOIDUHDJHQFLHVDQG





so many development efforts today.
Notes
 =\JPXQW%DXPDQ/LIHLQ)UDJPHQWV(VVD\VLQ3RVWPRGHUQ0RGHUQLW\2[IRUG%ODFNZHOO
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those packets contain, where they propagate, how they are passed on, and to what ends they are 
used. 
%HWZHHQRXUEURZVHUKLVWRU\FRRNLHVVRFLDOSODWIRUPVVHQVRUVEURNHUVDQGEH\RQGWKHUHDUHP\U-
iad parties with economic interests in our data. How those parties interconnect and trade in our data 
LVIRUWKHPRVWSDUWRSDTXHWRXV
The data ecosystem mirrors the structure of the Internet. No single body has dominion or a totalizing 
YLHZRYHUWKHÁRZVRILQIRUPDWLRQ7KDWDOVRPHDQVWKDWQRRQHERG\LVDFFRXQWDEOHIRUTXDOLW\RU
keeping track of data as it changes hands and contexts. 
'DWDGULYHQFRPSDQLHVOLNH)DFHERRN*RRJOH$F[LRPDQGRWKHUVDUHEXLOGLQJRXWWKHLUSURSULHWDU\
walled gardens of data. They are doing everything they can to control for privacy and security while 
DOVRNHHSLQJFRQWURORYHUWKHLUJUHDWHVWDVVHWV6WLOOWKH\DUHQ·WKHOGDFFRXQWDEOHIRUWKHDGVLQGLYLGX-
als purchase and target on their platforms, or for tertiary uses of data once it leaves their kingdom. 
&RPSOH[LW\REVFXUHVFDXVDOLW\6RPDQ\YDULDEOHVDUHIHGLQWRWKHDOJRULWKPDQGVSLWEDFNRXWRQD
personalized, transient platform that no one can tell you exactly why you saw one post over another 
RQHLQWKHIHHGRUWKDWUHWDUJHWHGDGRYHUWKLVRQH:HFRQMXUHXSSODXVLEOHH[SODQDWLRQVDQGJUDVSDW
folk theories that engineers offer up to explain their outputs.
:HKDYHJLYHQGDWDVRPXFKDXWKRULW\ZLWKRXWDQ\RIWKHDFFRXQWDELOLW\ZHQHHGWRKDYHFRQÀGHQFH
in its legitimacy to govern our lives.
As everything, refrigerators and crockpots included, expand the Internet and the ecosystem of data 
that runs on top of it, everything will leave a data trail. Going forward we have to assume that what 
FDQEHFRGLÀHGDQGGLJLWL]HGZLOOEHFRPHGDWD:KDWPDWWHUVLVKRZWKDWGDWDZLOOEHXVHGQRZDQG
in the future. 
7KHSRWHQWLDOKDUPVDUHKDUGWRSLQGRZQSULPDULO\EHFDXVHZHZRQ·WNQRZZKHQWKH\DUHKDS-
SHQLQJ:HFDQ·WLQYHVWLJDWHGLVFULPLQDWLRQWKDWUHSODFHVSUHGLJLWDOSUHMXGLFHPDUNHUVOLNHUDFHDQG
sex with proxies correlated from behavioral data. And we run into invisible walls based on statistical 
DVVXPSWLRQVWKDWDQWLFLSDWHRXUQHHGVEXWJHWXVZURQJLIZHIDOORXWVLGHWKHFXUYH,W·VQHDUO\LPSRV-
sible to catch these slights and even harder to develop normative stances on grounds we cannot see.
%HIRUHZHFDQVWDUWWRGLVFXVVQRUPDWLYHMXGJPHQWVDERXWWKHDSSURSULDWHXVHVRIGDWDZHKDYHWR








able and human legible. Policies that travel as metadata are another approach to distributed account-
DELOLW\:HFDQDOVRKROGVRPHRIWKHODUJHVWEURNHUVDQGXVHUVRIGDWDWRKLJKHUVWDQGDUGVRIHWKLFV
%XWPDUNHWVRIXVHUVZRQ·WPRYHDJDLQVWWKHVHV\VWHPVXQWLOZHKDYHDEHWWHUPDSRIWKHHFRV\VWHP
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scriptions is collected and stored by corporations. Given the amount of mobile, social, and digital 
data available, corporations have access to a wealth of consumer data on their servers that can be 
aggregated and analyzed to track preferences, provide more targeted consumer experiences, and de-
rive value towards the corporate bottom line. 
$VZHZLWQHVVWKHUDSLGLQWHQVLÀFDWLRQRI´GDWDÀFDWLRQµDFFHVVWRGDWDLVJURZLQJLQFUHDVLQJO\FULWLFDO
and essential to addressing many of our most important social, economic, and political challenges. 
:KLOHWKHULVHRIWKH2SHQ'DWDPRYHPHQWKDVRSHQHGXSRYHUDPLOOLRQGDWDVHWVODUJHO\IURPJRY-
ernment agencies and departments, data held by corporations has been harder to access. Most com-
SDQLHVDUHXQZLOOLQJWRVKDUHWKHGDWDWKH\DUHFROOHFWLQJGXHWRFRQFHUQVRYHUWKHOHJDOUDPLÀFDWLRQV
of privacy and security breaches—as well as trade secrets and proprietary interests. 
At the same time, we witness several early attempts by corporations to open up their datasets for 
DQDO\VLVE\UHVHDUFKHUVSXEOLFLQWHUHVWRUJDQL]DWLRQVDQGWKLUGSDUWLHVWRLQIRUPGHFLVLRQPDNLQJ%\
FRPELQLQJRULJLQDOGDWDVHWVIURPFRUSRUDWHGDWDSURYLGHUVZLWKGLYHUVHJHRVSDWLDOGDWDVHWVVXFKDV
open government data and open science data), users can uncover greater insights and correlations 
across a range of societal trends. 
 
&RUSRUDWHGDWDVKDULQJUHIHUVWRWKHHPHUJLQJWUHQGZKHUHE\FRPSDQLHVDUHVKDULQJDQRQ\PL]HGDQG






sharing better. Illustrating the practice and assessing the importance of opening corporate data will 
be necessary to accelerate increased access to societally valuable data held by business today. 
Taxonomy of current corporate data sharing practices
For all the growing attention corporate data sharing has recently been receiving, it remains very much 
DÁHGJOLQJÀHOG0XFKUHPDLQVWREHGHÀQHGDQGXQGHUVWRRG7KHUHKDVEHHQOLWWOHULJRURXVDQDO\VLV
of different ways of sharing, though our initial mapping of the landscape resulted in identifying six 
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PDLQFDWHJRULHVRIDFWLYLW\WRGDWH
1. Research partnerships, in which corporations share data with universities and other research 
organizations. Through partnerships with corporate data providers, several research organizations are 














phone data with Harvard researchers to map how migration patterns contributed to 
WKHVSUHDGRIPDODULDLQ.HQ\D%\FRPELQLQJ6DIDULFRP·VGDWDRQFDOOORFDWLRQVZLWK
national infectious disease data, researchers were able to estimate and map routes that 




2. Prizes and challengesLQZKLFKFRPSDQLHVPDNHGDWDDYDLODEOHWRTXDOLÀHGDSSOLFDQWVZKRFRP-
SHWHWRGHYHORSQHZDSSVRUGLVFRYHULQQRYDWLYHXVHVIRUWKHGDWD&RPSDQLHVW\SLFDOO\KRVWWKHVH
contests in an effort to incentivize a wide range of civic hackers, pro-bono data scientists, and other 
H[SHUWXVHUVWRÀQGLQQRYDWLYHVROXWLRQVZLWKWKHDYDLODEOHGDWD)RULQVWDQFH
• ,Q,YRU\&RDVWDQG6HQHJDO2UDQJH7HOHFRPKRVWHGDJOREDOFKDOOHQJHWKDWDOORZHG
researchers to use anonymized, aggregated data to help solve various development prob-








by estimating what time of day a given place will be most overcrowded so as to avoid 






geo-referenced dataset for participants to use for the competition. The data was avail-
able in batches and through an API, and contained millions of call data records, energy 
consumption records, tweets, and weather data points.11





provides guided and predictive analytics solutions. 
• 7ZLWWHUUHFHQWO\DFTXLUHGWKHVRFLDOPHGLDDJJUHJDWRU*QLSLQRUGHUWRSURYLGHLWVGDWD
products to clients. Gnip allows Twitter to provide streams of its dataset to its clients in 
addition to streams from available social media data. 




allows users to build tools from real-time data.14
• %XLOGLQJRQWRSRILWVWUDQVSRUWDWLRQGDWD8EHUUHFHQWO\VKDUHGLWV$3,ZLWKFRPSDQLHV
VXFKDV+\DWW8QLWHG$LUOLQHVDQG6PDUW&DOHQGDULQRUGHUWRLQWHJUDWHLWVVHUYLFHV
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• 5HFHQWO\WKH:KLWH+RXVHKDVDQQRXQFHGWKHGHYHORSPHQWDQGODXQFKRIDGDWD
public-private partnership, which will involve making existing climate data, tools and 





Mapping the next frontier
%H\RQGVXFKEURDGWD[RQRPLHVWKHUHH[LVWVDOPRVWQRV\VWHPDWLFDQDO\VLVRIFRUSRUDWHGDWDVKDULQJ
0XFKUHVHDUFKUHPDLQVWREHGRQHRQWKHYDOXHSURSRVLWLRQIRUFRUSRUDWLRQVGRLQJWKHVKDULQJRU
indeed, for end users), and on ways to maximize the potential and—importantly—minimize potential 
harms of shared data.
$PRUHFRPSUHKHQVLYHPDSSLQJRIWKHÀHOGRIFRUSRUDWHGDWDVKDULQJZRXOGGUDZRQDZLGHUDQJH
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a variety of companies and organizations both known and unknown to the consumer. Through text 
messaging and social media we are able to stay in touch with loved ones thousands of miles away, 
RUJDQL]HDFWLRQRUGLVVHPLQDWHUHYHODWRU\LQIRUPDWLRQDWWKHVSHHGRIOLJKW%XWWKHVHGLJLWDOWUDFHV
DOVRDOORZRSSUHVVLYHJRYHUQPHQWVWRWUDFNDGLVVLGHQW·VHYHU\PRYH1 a jealous spouse to surrepti-




A challenge in standardizing mobile security is the lack of consumer knowledge. The interfaces for 
SRSXODUSURGXFWVQDWXUDOO\KLJKOLJKWWKHEHQHÀWVRIGDWDJDWKHULQJZKLOHGRZQSOD\LQJWKHSULYDF\
VDFULÀFHG:KLOH*RRJOH0DSV·WUDIÀFRYHUOD\VKDYHDOOEXWUHSODFHGWKHUDGLRVWDWLRQWUDIÀFUHSRUWIRU
some, it is easy to overlook the vast number of users who are unconsciously submitting their exact 
location and speed to Google in order to build that accurate picture. 






very basic, such transit encryption, to the more involved, like allowing for code audits. For the tech-
QLFDOO\LQGRFWULQDWHGWKHOLVWLVDIDVFLQDWLQJÀUVWORRNLQWRWKHQXDQFHVRIYDULRXVFRPPXQLFDWLRQFOL-
ents, and for the global NGOs, activists, and journalists the list will become especially indispensable. 
%XWWKHXELTXLW\RIVRPHRIWKHPRVWLQVHFXUHDSSVLH)DFHERRN0HVVHQJHU6N\SHDQG*RR-
gle Hangouts) on the list demonstrates how low consumer demand for security—limited to the few 
DIRUHPHQWLRQHGFLUFOHV³WUXO\LV8SRQIXUWKHULQYHVWLJDWLRQLWEHFRPHVHDVLHUWRXQGHUVWDQGZK\WKH
Facebook-and-email mobile user might seem lackadaisical. In the methodology section, there are 
PDQ\UHIHUHQFHVWR´HQGSRLQWVµ´XVHUNH\VµDQGRWKHUFU\SWRJUDSKLFMDUJRQZKLFKFDQIHHORSDTXH
and confusing to the casual user. 










for being boring. In the same way, many of the terms that come second nature to privacy groups are 












to spark conversations among a mainstream audience and bring attention needed cultural shifts. In 
this way, even a rudimentary technical upgrade can have much larger societal impact. 
:HDVDVRFLHW\DUHVWLOOFRQWLQXLQJWRFKDUWGDUNZDWHUVLQWKHÀHOGRIGLJLWDOVHFXULW\7KHFRPSOD-
cent adoption of surveillance devices is surely not what casual users think about when purchasing the 
ODWHVWPRELOHGHYLFHEXWLWLVLPSHUDWLYHWKDWSULYDF\DFWLYLVWVÀQGVKDUHGJURXQGDQGRSHQDFFHVVLEOH
FRQYHUVDWLRQDURXQGPRELOHVHFXULW\7KHPDMRUFKDOOHQJHLVWKDWXVHUVDWEHVWGRQ·WXQGHUVWDQGWKH
need for complex security systems and, at worst, demonize these measures as the realm of criminals 
and terrorists. The greatest progress to be made in the near future is less about the development of 
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The Future of the Internet—and How to Secure It
$QG\(OOLV
Once, there was an Internet. And it was a happy place with no security concerns whatsoever, be-







ties presents an opportunity for an adversary to defeat the goals of Internet users—whether they seek 
ÀQDQFLDOVHFXULW\SULYDF\IURPJRYHUQPHQWVXUYHLOODQFHRUQHWZRUNDJQRVWLFLVP
What is HTTPS, anyway?
+7736LVQ·WDVWDQGDORQHSURWRFRO+773RYHU7/6LVWZRVHSDUDWHSURWRFROVLVRODWHGIURPRQHDQ-
RWKHU7KHHIIHFWVRIRQHSURWRFRO·VDFWLRQVRQDQRWKHUDUHUDUHO\VWXGLHGDVPXFKDVWKHDFWXDOSUR-
tocols themselves. That isolation has led to vulnerabilities—using compression in HTTP to improve 
WUDQVIHUVSHHGLVJRRGH[FHSWWKDWWKHVHFUHF\JRDOVRI7/6FDQEHVXEYHUWHGWKURXJKYDULDEOHVL]HG
FRQWHQWDVLQWKH%5($&+VHFXULW\H[SORLW





































it would like to be presented.
%XW61,LVQ·WVXSSRUWHGE\DOOEURZVHUV³PRVWQRWDEO\:LQGRZV;3DQGHDUO\YHUVLRQVRI$QGURLG




TLS is only Transport Layer Security
2IWHQDFOLHQWLVQ·WWDONLQJGLUHFWO\WRWKHFRQWHQWSURYLGHU³WKHUHLVVRPHRWKHUHQWLW\LQWKHPLGGOH
It might be an enterprise proxy; it might be a network operator gateway; it might be a content deliv-
HU\QHWZRUN,QWKHVHFDVHVWKH7/6FRQQHFWLRQRQO\SURYLGHVVHFUHF\RQWKHÀUVWOHJ³WKHFOLHQWKDV

















systems like Tor may provide useful protections, but at the cost of performance.
Don’t trust the lock
$OOWRJHWKHUWKHDUFKLWHFWXUHRI7/6DQG+7736GRHVQ·WSURYLGHHQRXJKVDIHW\DJDLQVWDOODGYHUVDULHV
in all situations. There are some steps underway that will improve safety, but many hazards will still 
UHPDLQHYHQDEVHQWWKHKLJKO\SXEOLFL]HGLPSOHPHQWDWLRQGHIHFWV%XWWKHVHVWHSVZLOOLQFUHDVHWKH
cost for adversaries, sometimes in measurable and observable ways.
7KDWLFRQORFNLQ\RXUEURZVHULVXVHIXOIRUVHFXULQJ\RXUFRPPHUFHDQGÀQDQFHVEXWEHFDXWLRXV
about trusting it with your life.
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Data Protection and Privacy Law: Where Regulators Are King?
1HDO&RKHQ
Across the world, data protection and privacy law is in a phase of rapid growth. As we move closer 
to the Internet of things, living in a world of wearable tech, smart homes, and smart cities, where 
every device is potentially personal and at the same time universal, society must decide on what rules 
VKRXOGJRYHUQWKLVZRUOG:KDWLQIRUPDWLRQVKRXOGEHFRQVLGHUHGSHUVRQDOGDWD":KDWUHTXLUHPHQWV






cessing activities are lawful, and regulators need to know when enforcement is appropriate. 
At present, much of the world is going through legislative reform in regards to data protection and 
SULYDF\ODZLQDQHIIRUWWRKHOSDGGUHVVWKRVHTXHVWLRQV1 However, in the absence of clear legislation 
RUFRXUWGHFLVLRQVUHJXODWRUVIUHTXHQWO\SXEOLVKQRQELQGLQJJXLGDQFHWRÀOOWKHJDS7KLVQRQELQGLQJ





:RUNLQJ3DUW\DQGYDULRXV0HPEHU6WDWHGDWDSURWHFWLRQDXWKRULWLHV In recent years, these insti-
tutions have provided guidance on what information constitutes personal data,4 what constitutes 
effective consent,ZKHQFRQVHQWLVDQGLVQRWUHTXLUHGDQGPDQ\RWKHUVLPLODUWRSLFV:LWKIHZ
clarifying court decisions, these guidance documents have been treated as de facto law, as limited 
alternatives exist. 
,QWKH86WKH)HGHUDO7UDGH&RPPLVVLRQ)7&KDVHQJDJHGLQGHIDFWRUHJXODWLRQRQWKHEDVLVRID
general prohibition against unfair and deceptive trade practices³an activity that is currently being 
tested by the courts. Through workshops, non-binding guidance,10 and, most effectively, private 
settlements with companies following formal complaints,11WKH)7&KDVHVWDEOLVKHGGHIDFWRUHTXLUH-
ments without promulgating privacy rules pursuant to the Administrative Procedures Act and with-
out much legal precedent to support its interpretations. 
:KHUHQRVXIÀFLHQWO\FOHDUODZH[LVWVRUZKHUHVXFKODZGRHVH[LVWEXWLVVLOHQWRQYLWDOQXDQFHLVLW
right for a regulator to step into the shoes of a legislature or court by providing non-binding guidance 
on how personal data should be regulated, and more importantly, guidance on how we communicate 
ZLWKRQHDQRWKHULQDQLQWHUFRQQHFWHGZRUOG"6XUHO\WKLVJXLGDQFHLVKHOSIXOEXWLQWKHDEVHQFHRI
ELQGLQJODZDWZKDWSRLQWGRHVQRQELQGLQJJXLGDQFHEHFRPHWKHODZ"
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Toward a New Approach to Data Protection in the Big Data Era 
$OHVVDQGUR0DQWHOHUR
The complexity of data processing, the power of modern analytics, and the transformative use of 
personal information drastically limit the awareness of consumers about how their data is collected 
DQGXVHGGLPLQLVKWKHLUFDSDELOLW\WRHYDOXDWHWKHFRQVHTXHQFHVRIWKHLUFKRLFHVDQGSUHFOXGHWKHLU
ability to give free and informed consent. Moreover, market concentration and related social and tech-
nological lock-ins often exclude an effective negotiation of personal information.
7KHVHHOHPHQWVOHDGXVWRUHFRQVLGHUWKHUROHRIXVHU·VVHOIGHWHUPLQDWLRQLQGDWDSURFHVVLQJDQGWKH
´QRWLFHDQGFRQVHQWµPRGHO
My suggestion is not to change the entire traditional model of data protection, but to reshape it 
ZLWKUHJDUGWRWKHELJGDWDFRQWH[WZKHUHDV\PPHWULHVLQGDWDQHJRWLDWLRQGUDVWLFDOO\UHGXFHXVHUV·
self-determination.








processing and are in the best position to balance the interests of different stakeholders. 
In the suggested model, companies that intend to use big data analytics should undergo an assess-
ment prior to collecting and processing data. The assessment would not only focus on data security, 
but also consider the social impact and ethical use of data in a given project. 
7KHHQWLUHV\VWHPZRXOGZRUNRQO\LIWKHSROLWLFDODQGÀQDQFLDODXWRQRP\RI'3$VIURPERWKJRYHUQ-
PHQWVDQGFRUSRUDWLRQVLVJXDUDQWHHG0RUHRYHU'3$VZRXOGQHHGQHZFRPSHWHQFHDQGUHVRXUFHV
in order to bear the burden of the supervision and approval of these multiple-impact assessments. 
In the light of the above, a model based on mandatory fees—paid by companies when they submit 
WKHLUUHTXHVWVIRUDXWKRUL]DWLRQWR'3$V³ZRXOGEHSUHIHUDEOH7KLVVROXWLRQSURYLGHVSURSRUWLRQDWH
UHVRXUFHVWRDXWKRULWLHVZLWKRXWEHLQJLQÁXHQFHGE\WKHFRPSDQLHVXQGHUWKHLUVXSHUYLVLRQ
It should also be noted that, in cases of large scale and multinational data collection, forms of mutual 
DVVLVWDQFHDQGFRRSHUDWLRQPD\IDFLOLWDWHWKHUROHSOD\HGE\'3$VLQDGGUHVVLQJWKHSUREOHPVUHODWHG
to the dimensions of both data collection and data gatherers. 
+RZHYHUZLGHUFRRSHUDWLRQDWJOREDOOHYHOLVGLIÀFXOWWRUHDOL]HGHVSLWHWKHSUHVHQFHRILQWHUQDWLRQDO
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IRUDLQZKLFKWKHLVVXHVUHODWHGWRGDWDSURWHFWLRQDUHGLVFXVVHGHJ$3(&&RXQFLORI(XURSH
This is due to the absence of an effective common legal framework and the presence of cultural and 
legal differences that often affect social and ethical assessments.
Finally, with regard to the decision-making process, a common general model of multiple risks as-
sessment, articulated in different stages, can be adopted. It is not possible, however, to apply a single 
set of criteria in all cases of data processing. 






panies can enlist users in the data processing without any prior consent provided they give notice of 
the results of the assessment and provide an opt-out option.
This assessment represents an economic burden for companies, but allows those who pass to use 
GDWDIRUFRPSOH[DQGPXOWLSOHSXUSRVHVZLWKRXWUHTXLULQJXVHUVWRRSWLQ
)URPWKHXVHUV·VLGHWKHDVVHVVPHQWVXSHUYLVHGE\'3$VSURYLGHVDQHIIHFWLYHHYDOXDWLRQRIULVNV
while the option to opt out allows users to choose to not be a part of the data collection.
7KHVXJJHVWHGPRGHOUHSUHVHQWVDVLJQLÀFDQWFKDQJHLQWKHWUDGLWLRQDODSSURDFKWRGDWDSURWHFWLRQ
For this reason, it is necessary to provide a subset of rules for big data analytics, focused on a multi-
SOHULVNDVVHVVPHQWDGHHSHUOHYHORIFRQWUROE\'3$VDQGWKHRSWRXWPRGHO




This approach will create a safer environment for consumers, particularly as society looks toward a 
IXWXUHFKDUDFWHUL]HGE\WKHUROHVSOD\HGE\ELJGDWDH[SHUWV\VWHPVDQGDUWLÀFLDOLQWHOOLJHQFH
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In the Age of the Web, What Does “Public” Mean?
'DYLG52ȇ%ULHQ
7KHZHELVFDWDO\]LQJDTXLHWUHYROXWLRQLQVRFLDOVFLHQFHDQGEHKDYLRUDOUHVHDUFK5HVHDUFKHUVDUH
using it as a source of detailed information about humans, and the variety and amount of available 
data may yield new insights into human behaviors.18VHUVRIRQOLQHVHUYLFHVVXFKDV)DFHERRNDQG
7ZLWWHUJHQHUDWHODUJHDPRXQWVRISHUVRQDOLQIRUPDWLRQDVWKH\FUHDWHSURÀOHVFRPPXQLFDWHZLWK
others, share video and images, leave comments on blogs, and otherwise interact with the web. 
5HVHDUFKHUVFDQHDVLO\H[WUDFWWKLVLQIRUPDWLRQXVLQJDXWRPDWHGVRIWZDUHWRROVWREXLOGGDWDVHWVIRU
analysis, increasing the speed at which large data can be complied while simultaneously reducing 
WKHPDQDJHULDOEXUGHQV7KHULFKQHVVDQGTXDQWLW\RIWKHGDWDSURPLVHVWRJLYHUHVHDUFKHUVWKH´WKH
FDSDFLW\WRFROOHFWDQGDQDO\]HDQXQSUHFHGHQWHGEUHDGWKDQGGHSWKRIVFDOHµ'HVSLWHWKHSURYRFD-
tive insights that may result from this new vein of data, these emerging practices fall into a category 
of human subjects research in which the legal and ethical standards are unclear. At the heart of the 
PDWWHUDUHVRPHGLIÀFXOWTXHVWLRQVDERXWWKHERXQGDULHVEHWZHHQSXEOLFDQGSULYDWHLQIRUPDWLRQ
,QWKH86FHUWDLQW\SHVRIDFDGHPLFUHVHDUFKRQKXPDQVDUHJRYHUQHGE\UHJXODWLRQVNQRZQDVWKH





sensitive data collected from subjects. 
1RWDOOUHVHDUFKRQKXPDQVLVVXEMHFWWRWKH&RPPRQ5XOH6WXGLHVWKDWRQO\XVHSXEOLFO\DYDLODEOH
information, which potentially includes information mined from the web, have long been an exempt 
category.4 The term public, in this sense, is synonymous with benign—if the information was col-
lected from a public source, analyzing and disseminating it is not considered harmful to the person 
to whom it pertains. More importantly, if a research study falls into this category, institutions are not 
UHTXLUHGWRRYHUVHHLW7KHSXEOLFSULYDWHGLVWLQFWLRQLQWKH&RPPRQ5XOHRZHVLWVRULJLQVWRSULYDF\
law, which has traditionally held that public information is not subject to privacy protections. 
:KLOHWKHSXEOLFSULYDWHGLVWLQFWLRQPDGHVHQVHIRUDZRUOGLQZKLFKWKHFRVWVRIREWDLQLQJLQIRUPD-
WLRQZHUHJUHDWHURQHPLJKWTXHVWLRQZKHWKHULWUHPDLQVVHQVLEOH)RULQVWDQFHLWGRHVQRWDFFRXQW
for the potential vulnerabilities of users who might become unwilling participants in studies, or the 
techno-social privacy norms to which communities adhere as they publish and share information 
online. As evidenced in recent studies, there is a startling disconnect between user expectations of 
privacy on the Internet and their legal realities.8VHUVPD\QRWIXOO\XQGHUVWDQGRUDSSUHFLDWHWKH
FRQVHTXHQFHVRIWKHLUDFWLRQVZKHQWKH\GHFLGHWRSXEOLVKRQO\WRODWHUUHJUHWWKHPZLWKRXWUHFRXUVH
Normative behaviors around privacy on the web have also been shown to be more nuanced than pre-
YLRXVO\WKRXJKW5HFHQWVFKRODUVKLSKDVLOOXVWUDWHGKRZFRPPXQLW\QRUPVDQGWKHVSHFLÀFFRQWH[WV
in which individuals share information play an important role in shaping user notions of privacy. 
Although they choose to publish, these users may believe their audience is limited to only those they 
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target or to a community that will respect normative boundaries. This leaves room for users to feel 
violated when their information is taken from one context and placed in a new context that they did 
not anticipate. 
On the other hand, the web is often described as a one-to-many or many-to-many medium in which 
SHRSOHDUHLQWHUFRQQHFWHGZLWKLQGLVWLQFWERXQGDULHVLQ´QHWZRUNHGSXEOLFVµ Most information 
published to the web is indexed and discoverable through search engines, and it is capable of being 
FRSLHGDQGVWRUHGLQGHÀQLWHO\$IWHUSXEOLVKLQJWRWKHZHEDXVHUHIIHFWLYHO\UHOLQTXLVKHVFRQWURO
making the information ostensibly public. In many respects, these characteristics lend support to the 
argument that information on the web should be considered public, regardless of what users expect 
RULQWHQG,QGHHGWKH\DUHRIWHQFLWHGE\UHVHDUFKHUVDQG,5%VDVWKHEDVLVIRUZK\VWXGLHVWKDWXVH
information mined from the web are currently subject to minimal oversight in practice. 
1HYHUWKHOHVVHWKLFLVWVDQGUHVHDUFKHUVDUHLQFUHDVLQJO\ÁDJJLQJWKHODFNRIFOHDUHWKLFDOJXLGDQFHDV





new ethical guidelines for data mining practices which, among other things, suggest deliberative de-
cision-making processes to help researchers identify potential risks on a case-by-case basis.:KLOH
these developments give some clues to the trajectory of new policy and ethics, more research and 
public debate is needed to better understand the potential risks to users.
,OOXVWUDWLRQE\:LOORZ%UXJK
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ers.1 Many were skeptical. Tor, after all, was a respected and widely used tool for online anonymity, 
employed by activists, dissidents, journalists, and yes, criminals too, to cloak their activities from the 
SU\LQJH\HVRIVWDWHDXWKRULWLHVDWKRPHDQGDEURDGHYHQ(GZDUG6QRZGHQWUXVWHGLWVSURWHFWLRQ 
7KHLGHDWKDWWKHUHZDVDQXQGLVFORVHGYXOQHUDELOLW\WKDWFRXOGEHH[SORLWHG´RQDEXGJHWµWRFKHDSO\





SUHVHQWKDG´QRW\HWEHHQDSSURYHGE\&086(,IRUSXEOLFUHOHDVHµ There was plenty speculation 
DVWRWKHUHDVRQIRUWKHFDQFHOODWLRQZLWKVRPHVXJJHVWLQJDSRVVLEOH1DWLRQDO6HFXULW\/HWWHUIURPD
federal agency,ZKLOHRWKHUVDUJXHG&08ODZ\HUVOLNHO\FRQFHUQHGE\WKHOHJDOLW\RIVRPHDVSHFWVRI















ering patching at all.10 Full disclosure, so the argument went, created public pressure to encourage 
YHQGHUVWRSDWFKYXOQHUDELOLWLHVDQGGRVRTXLFNO\




to trolling and exaggeration, and often unnecessarily offensive, but at bottom there remained an im-
INTERNET MONITOR 2014: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG DATA AND PRIVACY
91
SRUWDQWHWKRVWRWKHDQWLVHFPRYHPHQWLWWRRNDLPDWWKHFRPPHUFLDOL]DWLRQDQGJUHHGLWEHOLHYHG
was overtaking the infosec community,and they were not alone as many in the broader community 
agreed with that sentiment. Full disclosure, anti-sec advocates believed, had nothing to do with se-
FXULW\DQGHYHU\WKLQJWRGRZLWKFHUWDLQLQIRVHFSUDFWLWLRQHUVEXLOGLQJWKHLUSXEOLFSURÀOHYLDSXEOLVK-
ing bugs and exploits to curry favor with corporate interests and secure lucrative security jobs.14 For 
anti-sec, full disclosure was not only betrayal of the hacker underground, but also deeply irresponsi-






L]HEXJÀ[LQJApplied properly, it balances incentives for vendors to act, while avoiding the prob-
OHPVZLWKZKDW%UXFH6FKQHLHUFDOOV´EXJVHFUHF\µSHUVRQLÀHGE\WKH&(57UHSRUWLQJV\VWHPDQG
WKHGXELRXVHWKLFDOSUDFWLFHDQGEURDGHULQVHFXULWLHVUHVXOWLQJIURPIXOOYXOQHUDELOLW\GLVFORVXUHWKDW
anti-sec movement criticized.Here, abroad and contentious debate within a research community 




Act, coupled with aggressive enforcement by state authorities and corporate interests, have subjected 
DQLQFUHDVLQJDUUD\RIRQOLQHDFWLYLWLHVWRFULPLQDODQGFLYLOSHQDOW\:KDWZDVRQFHFRQVLGHUHG´IXOO
GLVFORVXUHµPD\WRGD\FRQVWLWXWHDFULPLQDODFWXQGHUWKH&)$$RU'0&$ The Tor de-anonymiza-
tion talk, which may have once led to a much needed infosec community debate about research eth-
LFVDQGWKHVHFXULW\DQGGLJQLW\RIXVHUVZDVFXWRIIE\ODZ\HUVDQGOHJDOFRQFHUQV6LPLODUSUREOHPV












searchers must act too. The infosec community, and research communities like it, must not fall silent 
in the face of legal threats nor tolerate research censorship, as is the case with the Tor de-anonymiza-
WLRQWDON7KHSRLQWLVQRWWKDWUHVHDUFKHUVPXVWODXQFKVRPHGLYLVLYH´SURMHFWµRUPRYHPHQWZLWKLQ
this or that discipline; only that they need, at the very least, to re-assert control over the social, legal, 
DQGHWKLFDOGLUHFWLRQRIWKHLUÀHOGV2WKHUZLVHODZZLOOLQFUHDVLQJO\GHWHUPLQHWKHGLUHFWLRQRIGDWD
science and the ethics of code.
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The heart monitor on my bra alerted me that my heart rate and breathing was irregular, and that I 
VKRXOGVWRSIRUVRPHPHGLWDWLYHEUHDWKLQJ,VDWGRZQRQP\SRVWXUHWUDFNLQJÁRRUSLOORZDQGWULHG
























ing morning had been canceled.
,OOXVWUDWLRQE\:LOORZ%UXJK







engage in collective action around the globe are piling up; there are plentiful signs of changing power 
G\QDPLFVLQPDQ\FRUQHUVRIWKHZRUOG<HWWKHGHEDWHRYHUWKHVDOXWDU\LQÁXHQFHRIWKH,QWHUQHWRQ
public discourse, democracy, and government is far from settled. Many of the transformational chang-
es promised by some have not come to pass. Moreover, some groups use the Internet in a diametri-
FDOO\RSSRVLWHGLUHFWLRQH[SORLWLQJWKH,QWHUQHWWRVXSSUHVVWKHLQLWLDWLYHVRIWKRVHZRUNLQJWRSURPRWH
democratic reforms and protect civil liberties.
The potential of digital communication platforms as a tool for helping to organize protests and social 











frame their messages as well as the claims against them.
,Q+RQJ.RQJWKH2FFXS\&HQWUDOSURWHVWVLQFOXGHGDODUJHQXPEHURIWHFKQRORJLFDOO\OLWHUDWH\RXQJ
SHRSOHXVLQJDYDULHW\RISODWIRUPVLQFOXGLQJ)DFHERRN7ZLWWHU,QVWDJUDP:KDWV$SSDQG:H&KDW
to successfully organize and sustain the protest movement over many weeks. The downside of em-
ploying open communication strategies are well known; digital communication is subject in varying 
GHJUHHVWRVXUYHLOODQFHEORFNLQJDQGPLVLQIRUPDWLRQFDPSDLJQV'XULQJWKH2FFXS\&HQWUDOSURWHVWV
it was reported that some protestors received text messages inviting them to download an app that 
contained malware used for surveillance. One messaging app, Telegram, as well as a number of 
SURPLQHQWSURGHPRFUDF\VLWHVZHUHWDNHQGRZQE\PDVVLYH''R6DWWDFNV)LUH&KDWDQDSSWKDW
enables mesh networking, became a popular choice for protestors. This allowed users to communi-
cate directly to one another without routing messages through overloaded cell towers. It is well es-
tablished that digital tools are helpful in coordinating protests and revealing popular sentiments. This 
represents a clear threat to unpopular governments and offers a strong avenue for opposing unpopular 
policies that capture the public attention. 
:H·YHORQJUHFRJQL]HGWKDWWKHOLQNVEHWZHHQQHZPHGLDDQGVRFLDOPRELOL]DWLRQGRQRWWUDQVODWH
easily into improving governance or the nuts and bolts of policymaking, even after bringing tens of 
thousands of protestors into the streets and toppling governments. The organizational challenges of 
sustaining political coalitions through elections and cycles of government are fundamentally different 
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from inspiring mass protests, and it is unclear that the structures and coalitions that emerge for and 
IURPVXFKSURWHVWVDUHVXLWHGIRUWKDWWDVN:KLOHWKHUHDUHDJURZLQJQXPEHURIVSHFLÀFH[DPSOHV
LQZKLFKFLYLOVRFLHW\YRLFHVWKDWDUHDJJUHJDWHGDQGDPSOLÀHGWKURXJKWKHQHWZRUNHGSXEOLFVSKHUH
have had an impact on policy decisions, it is not clear that there exist mechanisms and transition 
paths toward empowering existing or new organizations that are able to leverage disperse networks in 
similar ways across many topics in a sustained way. An interesting case to watch in the future is the 
3RGHPRV3DUW\LQ6SDLQWKDWHYROYHGRXWRIWKH0PRYHPHQWRI
The networked public sphere can be effective in rallying like-minded individuals around matters of 
FRPPRQFRQFHUQ,QDGGLWLRQWRFRXQWHULQJLQDFFXUDWH¶RIÀFLDO·YHUVLRQVRIHYHQWVQHWZRUNHGFRPPX-
nication can address some of the coordination problems associated with collective action to overcome 
WKHFODVVLFDUWLFXODWLRQRIWKHSUREOHPE\0DQFXU2OVRQWKDWVPDOOHUZHOOFRRUGLQDWHGLQWHUHVWJURXSV
are able to use the political process to serve their own interests because of the failure of the broader 
public to organize their opposition.6HYHUDOH[DPSOHV³WKHPDVVLYHLQÁX[RISXEOLFFRPPHQWVWR
WKH)&&LQVXSSRUWRIQHWQHXWUDOLW\LQWKH8QLWHG6WDWHV4DQGWKHPDVVSURWHVWVDJDLQVW0H[LFR·V
proposed telecommunications bill are two—show promise for broad-scale coordination to overcome 
issues of collective action, while a number of other issues still appear to be a reach too far, such as 
FOLPDWHFKDQJHDQGFDPSDLJQÀQDQFHUHIRUP,WPD\EHWKDWWKHVHLVVXHVDUHVLPSO\WRRFRPSOH[DQG
too polarized, or that they have been simmering in the background of public debate for so long and 
lack an inciting event to serve as a spark that pushes people to react to them online. 
Much hope has been placed in the Internet to shine light upon government mismanagement, corrup-
tion, and abuse and to thereby act as an impetus and mechanism for better governance. 
In places where media is tightly controlled by the government or highly concentrated media domi-




video accounts of police using force in arresting citizens have helped to propel and sustain debates 
over racial injustice and the excessive use of force by police. In Turkey, citizen video of the Gezi Park 
SURWHVWVKHOSHGÀOODYRLGOHIWE\PDLQVWUHDPPHGLDRXWOHWVPRVWRIZKLFKHLWKHUVXSSRUWHGWKHUXOLQJ
party or self-censored for fear of government retribution. In Tunisia, marsad.tn was established as 
a local elections and parliamentary action monitoring group designed to increase transparency and 
more accountability in politics. However, it is still far from clear whether digital transparency might 
VLJQLÀFDQWO\DQGEURDGO\LPSURYHJRYHUQDQFH
6RFLDOPHGLDDQGGLJLWDOFRPPXQLFDWLRQKDYHEURXJKWDWWHQWLRQWRHYHQWVDQGLVVXHVWRDODUJHU




ERWKGHPRQVWUDWLRQVDQGGHHSGLVFXVVLRQVRIUDFHDFURVVWKH8QLWHG6WDWHV while the assault of two 
\RXQJZRPHQRQDEXVLQ5RKWDN,QGLD³ZKLFKUHFDOOHGWKHIDWDOJDQJUDSHRIDQRWKHU\RXQJ





tion, and scrutiny compared to conversations in the past that would have been restricted to a smaller 
community of like-minded individuals. In discussions among groups that never would have crossed 
paths before, we see examples that range from high-minded discourse to acrimonious debate, vitriol, 
DQGWKUHDWVRIYLROHQFHDQGZHVHHH[DPSOHVRIORFDOFRQÁLFWEHLQJHOHYDWHGWRDEURDGHUSXEOLF
stage. A possible explanation for this phenomenon is that the Internet helps with the creation of 
weak links, and makes them more visible and easier to activate than in the past, thus tying together 
disparate groups around controversies when they erupt, groups that would not otherwise have been 
FRQQHFWHG,WLVVWLOOXQFOHDUZKHQDQGZKHUHWKLVLVKHOSIXODQGZKHQLWRQO\VHUYHVWRIDQWKHÁDPHV
of discord and incite violence.
:HVWLOONQRZUHODWLYHO\OLWWOHDERXWWKHLPSDFWRIWKHQHWZRUNHGSXEOLFVSKHUHLQIRVWHULQJFRQVWUXFWLYH
dialogue and compromise across partisan lines, and whether online coverage and debates contribute 
meaningfully to better understanding complex public issues and crafting solutions. The early indica-
tions are that partisanship is alive and well, and that the cognitive biases that inhibit open-minded 
reconsideration of well entrenched opinions have survived the digital revolution intact. The Gamergate 
FRQWURYHUV\RVWHQVLEO\LQWHQGHGWRDGGUHVVHWKLFDOLVVXHVLQYLGHRJDPHMRXUQDOLVPTXLFNO\VSLUDOHG
into a bitter debate about feminism, misogyny, online harassment, and media conspiracy that was 
both intensely polarized and highly politicized.
In some places, online communities are taking it upon themselves to address the less constructive 
variants of online speech. A campaign called Panzagar, organized largely through Facebook, is at-




volunteer-based initiatives to end violence against vulnerable segments of society continue to emerge. 
One example is HarassMap, which aims to end the social acceptability of sexual harassment and 
DVVDXOWLQ(J\SW,WLVVWLOOXQFOHDUWRZKDWH[WHQGVXFKLQLWLDWLYHVFDQLQÁXHQFHSXEOLFDWWLWXGHVDQG
government policies.
One thing that is clear is that social media leaves everything out there to see, forcing us to recognize 
issues that might have otherwise been obscured. An optimistic perspective would be that this serves 
DVDÀUHDODUPIRUXQGHUO\LQJLVVXHVWKDWUHTXLUHDWWHQWLRQDQGWKDWKRVWLOHLQWHUDFWLRQVRQVRFLDO
PHGLDFRPSHOXVWRÀQGVROXWLRQV$OHVVVDQJXLQHDVVHVVPHQWLVWKDWWKHRSHQH[SUHVVLRQRIVXFK
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Flower Speech: New Responses to Hatred Online
6XVDQ%HQHVFK
 
From threats to rape the children of an online game developer,1 to a dustpan full of ashes labeled 
´RQHJRRG-HZµRUDKDVKWDJPHDQLQJ´OHW·VEXUQJD\Vµ hatred online often seems uncontrol-
ODEOH³H[FHSWZLWKFHQVRUVKLSWKDWZRXOGDOVRFXUEIUHHGRPRIH[SUHVVLRQ3RVVLEO\QRWWKRXJK
tech activists are testing new methods to counter digital vitriol and to protect its targets, employing 
innovative code, memes, and group efforts.
If successful, this might present an alternative to leaving speech regulation to governments and 
FRPSDQLHVZKRVHUHOHYDQWODZVDQGUXOHVDUHRIWHQLQFRQVLVWHQWPLVDSSOLHGDQGRSDTXH
,Q0\DQPDUDQHZDQWLKDWUHGPRYHPHQWFDOOHG3DQ]DJDURU¶ÁRZHUVSHHFK·EHJDQLQUHVSRQVHWR










blogged about anti-government protests.+HZDVUHOHDVHGLQDQGLVQRZFDPSDLJQLQJDJDLQVW
KDWHIXOVSHHFKDQG´GDQJHURXVVSHHFKµDWHUPWKDW,FRLQHG for speech that tends to catalyze 





KDYHSRVWHGSKRWRJUDSKVRIWKHPVHOYHVKROGLQJÁRZHUVLQWKHLUPRXWKV This is a courageous act in 
a country where anti-Muslim feeling is growing and there have been fatal clashes—most recently in 
-XO\LQ0DQGDOD\DIWHUDIDOVHUXPRUWKDWD%XGGKLVWZRPDQKDGEHHQUDSHGE\0XVOLPPHQ
surfaced online and went viral on Facebook.




Myanmar-speaking subcontractor last year.
3DQ]DJDULVQ·WZDLWLQJIRU)DFHERRNWKRXJK´:HQHHGWRPRGHUDWHRXUVHOYHVZLWKRXWFRQWUROE\
RWKHUVµ1D\3KRQH/DWWVD\V´%RWKUHVWULFWLYHODZVDQG>KDWHIXO@VSHHFKDUHGDQJHUVWRIUHHGRPµ
INTERNET MONITOR 2014: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG PUBLIC DISCOURSE
101
Across the world a few months later, a group of women also argued that violent, hateful content can 
LPSLQJHRQIUHHGRPRIH[SUHVVLRQ,Q$XJXVWWKHHGLWRUVRI-H]HEHODQ$PHULFDQEORJGLUHFWHG




appeared relentlessly on their site, posted as anonymous comments.10 For months Jezebel readers 
VDZWKHLPDJHVDQGVWDIIHUVGHOHWHGWKHPPDQXDOO\VLQFHWKHLUSODWIRUP.LQMDSURYLGHGQRDOWHUQD-
tive. In August, Jezebel editors took the unusual step of posting a public letter to the management 
of their parent company, Gawker Media. In that brief but impassioned text, the editors demanded a 
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solution, concluding with an argument that is gaining currency even in the intensely speech-protective 
ODQGRIWKH)LUVW$PHQGPHQWVRPHIRUPVRIH[SUHVVLRQFRQVWUDLQWKHIUHHGRPRIVSHHFKRIWKRVHZKR




editors wrote. The next day, Gawker editorial director Joel Johnson apologized. He later announced 
WKDW*DZNHUZDVGLVDEOLQJLPDJHXSORDGVLQFRPPHQWVDVDWHPSRUDU\À[DQGZRXOGUHLQWURGXFH
PRGHUDWLRQ&RPPHQWHUVFDQVWLOOUHPDLQDQRQ\PRXV
Also in response to violent misogyny, this time on Facebook, three activists tried another new tactic. 
,QVWHDGRIHQFRXUDJLQJVXSSRUWHUVWRFRPSODLQWR)DFHERRN6RUD\D&KHPDO\/DXUD%DWHVDQG
Jaclyn Friedman asked supporters to tweet their outrage directly to Facebook advertisers whose ads 
were sometimes popping up alongside photographs of battered women on pages celebrating domestic 
YLROHQFH:LWKLQGD\V1LVVDQ8.DQQRXQFHGWKDWLWZRXOGSXOODGVIURP)DFHERRNIROORZHGE\
several other companies.
Almost immediately, Facebook said it had failed to remove hate speech, especially gender-based 
KDWHDQGZRXOG´GREHWWHUµ6LQFHWKHQ)DFHERRNKDVVWRSSHGLGHQWLI\LQJPLVRJ\QLVWMRNHVDV
´FRQWURYHUVLDOKXPRUµDFFRUGLQJWR&KHPDO\DQGFDVWVDPRUHFULWLFDOH\HRQVXFKFRQWHQW
Taking hateful posts or images off a single platform cannot protect anyone from being personally 


















abounded, especially in newspaper comment sections and on Facebook.
$PRQJ.27.HQ\DQVRQ7ZLWWHUKRZHYHUWKHUHZDVGUDPDWLFDOO\OHVVKDWHIXODQGYLROHQWVSHHFK
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7U\LQJWRXQGHUVWDQGWKHJUHDWGLVFUHSDQF\L+XE·VPRQLWRUVQRWLFHGVSRQWDQHRXVVSHHFKUHJXODWLRQ
on Twitter. In response to hateful Tweets directed at members of particular ethnic groups, other 
XVHUVUHVSRQGHGZLWK7ZHHWVVXFKDV´SOHDVHUHPHPEHUWKDWZHDUHDOO.HQ\DQµRU´,VWKLVWKH.HQ\D
WKDWZHZDQW"µ$WOHDVWRQHRIWKHRULJLQDODFFRXQWVSURGXFHGDQDSRORJ\RWKHUVVWRSSHG7ZHHWLQJ
hatred, and some disappeared entirely.
7ZLWWHUGDWDIURPRWKHUHQYLURQPHQWVDOVRVXJJHVWVWKDW´FRXQWHUVSHHFKµPD\VRPHWLPHVFRQYLQFH
WKHDXWKRUVRIKDWHIXOVSHHFKWRFKDQJHWKHLUWXQH1LQD'DYXOXUL·VVHOHFWLRQDV0LVV$PHULFD













shift the minds or behavior of hardcore racists, misogynists, and other haters. Producers of online 
hatred are not all the same, however—just as members of the groups they target also differ from one 
another. It may be possible to shift the attitudes of young people, in particular.
+XPRULVRQHPRUHWRROWKDWLVLQIUHTXHQWDQGSHUKDSVVRPHWLPHVHIIHFWLYHXVHDJDLQVWRQOLQH
KDWUHG$IWHUD8&/$VWXGHQWQDPHG$OH[DQGUD:DOODFHUHFRUGHGKHUVHOIUDQWLQJDJDLQVW$VLDQ
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Facing Unthinkable Threats to Online Speech: Extreme Violence in 
Mexico and the Middle East
(OOHU\%LGGOH
:KHQWKHVOD\LQJRI-DPHV)ROH\GRPLQDWHGKHDGOLQHVODVW$XJXVW,FRXOGQRWKHOSEXWWKLQNRI0DUL-













world for people doing journalism, regardless of whether they belong to established news outlets or 
UHSRUWYLROHQFHYLDVRFLDOPHGLD)RU\HDUVODUJHVZDWKVRIERWKFRXQWULHVKDYHODLQLQXQRIÀFLDOMX-
risdictions controlled by highly organized groups of people, waging extreme violence in the interest of 
DWWDLQLQJSRZHUDQGSURÀW
 
The origins of these criminal organizations are distinct, as are the governments in these countries—
KXPDQULJKWVYLRODWLRQVFRPPLWWHGE\WKH6\ULDQUHJLPHRXWVWULSWKRVHRIWKH0H[LFDQJRYHUQPHQWE\
several orders of magnitude, while the Mexican government has showed greater complacency in the 
IDFHRIFDUWHOVDQGRUJDQL]HGFULPHWKDQWKH$VVDGUHJLPHKDVWRZDUG,6,6$QGDOWKRXJK0H[LFRKDV
paid lip service to the issue of extralegal threats to media workers, neither government has demon-
VWUDWHGDYHVWHGLQWHUHVWLQSURWHFWLQJWKHULJKWVDQGOLYHVRIWKHVHMRXUQDOLVWV%RWKJRYHUQPHQWVSOD\
a powerful role in enabling the conditions of possibility for these criminal organizations to thrive.
&DXJKWEHWZHHQWKHEUXWDOLW\RIWKHVHJURXSVDQGUHSUHVVLYHJRYHUQPHQWWDFWLFVXVHGWRVLOHQFHDQ\-
one seeking to uncover corruption or human rights abuses, many local journalists and news organi-
zations have stopped reporting on these issues. In some cases, citizen media groups have stepped in 
WRÀOOWKHYRLG³SURMHFWVOLNH6\ULD·V5DGLR$1$DQGVLWHVOLNH1XHYR/DUHGRHQ9LYRLQ0H[LFRKDYH
taken on the challenge of telling these stories to the world. In some cases, this has proven fatal. For 
MRXUQDOLVWVOLNH5DGLR$1$·V5DPLDO5D]]RXNZKRZDVNLGQDSSHGE\,6,6ÀJKWHUVLQDXWXPQRI
DQGKDVQRWEHHQKHDUGIURPVLQFHZHVLPSO\GRQRWNQRZ
From the perspective of the media and Internet rights community, it is hard to see much good com-




Though relatively scarce, campaigns addressing these issues tend to target government or intergov-
HUQPHQWDORUJDQL]DWLRQVOLNHWKH81RUWRUDLVHSXEOLFDZDUHQHVVDERXWWKHSUREOHPERWKZRUWK-
while efforts, even if they reap limited results.






we may need to rid ourselves of this powerful idea. Their goals and tactics may seem inhumane and 




´GLVHQFKDQWPHQWZLWKVRFLHW\µ4 This model may be useful in looking at the problem at hand.
:KHQZHGHYHORSDQDGYRFDF\VWUDWHJ\ZHPDSLQÁXHQWLDODFWRUV³JRYHUQPHQWDJHQFLHVLQWHUQD-














surveillance have become routine responses to their acts that heavily infringe on the rights of all citi-
zens to express themselves and report the news.
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harness the power of the Internet to enforce both their religious control and their ideological com-
mitments. Their activities take a range of different forms, including organizing online campaigns to 
mobilize society against issues that do not conform to their religious beliefs, compromising the online 
SUHVHQFHVRIOLEHUDOLQWHOOHFWXDOVDQGSROLWLFDOUHIRUPHUVDQGFURZGVRXUFLQJ85/VRIREMHFWLRQDEOH
websites for blocking. This sort of activism often takes place under the banner of an Islamic religious 
GRFWULQHNQRZQDVKLVEDKGHÀQHGDVWKHGXW\RIHQMRLQLQJJRRGZKHQLWLVQHJOHFWHGDQGIRUELGGLQJ
evil when it is prevalent in society.
6HJPHQWVRI6DXGLUHOLJLRXVFRQVHUYDWLYHFRPPXQLW\KDYHWKHPRVWQRWDEOHIDLWKEDVHGDFWLYLVPRQ-
line. They use the digital sphere to impose their religious values and perspectives on individuals and 




the committee. They use the fact that Islam is the state-sanctioned religion as their framework and 
WKHFRQFHSWRIKLVEDKDVWKHLUPHFKDQLVPWRHQIRUFHUHOLJLRXVKHJHPRQ\([DPSOHVRIWKHLUDFWLYLWLHV
highlight the scope and manifestation of the practice of hisbah online, and how pervasive and disrup-












music performance and destroying a musical instrument belonging to a band member.1 Another clip 
VWLJPDWL]HVDQGVKRZVSKRWRVRI6DXGLSXEOLFLQWHOOHFWXDOVODEHOHGE\WKH&KDQQHODVPLVJXLGHGVHFX-














community and elements of society, but also a fracture between these actors and certain govern-
PHQWSROLFLHVDQGZKDWWKH\FRQVLGHUJRYHUQPHQWXQ,VODPLFGHFLVLRQPDNLQJ,Q6HSWHPEHU
they organized an online campaign that was harshly critical of the government for recognizing and 
FHOHEUDWLQJD6DXGLQDWLRQDOGD\6HSWHPEHUDUJXLQJ0XVOLPVDUHQRWDOORZHGWRFUHDWHDQG
celebrate non-Islamic occasions that were not recognized by Prophet Mohammed. The campaign 
produced a video clip of several sheikhs saying it was forbidden for the government and the public 
to recognize a national day and to participate in related celebrations. In the same month, they orga-
nized another campaign on social media mobilizing public opinion against news that the government 
SODQQHGWROLIWWKHEDQRQPRYLHWKHDWHUVDQGWRNLFNVWDUWWKHFLQHPDLQGXVWU\LQWKH.LQJGRP
The online activities of the conservatives do not go unchallenged, and counter-campaigns often 
HPHUJHRQVRFLDOPHGLD$FDPSDLJQXVLQJDQ$UDELFKDVKWDJPHDQLQJ´6WRSWKH6DXGL6RFLHW\&KDQ-
QHOµREMHFWVWRWKHDFWLYLWLHVRIWKH&KDQQHODQGDFFXVHVWKHSHRSOHEHKLQGLWRIYLRODWLQJWKHSHUVRQDO




&RPPLWWHH>IRUWKH3URPRWLRQRI9LUWXHDQGWKH3UHYHQWLRQRI9LFH@µ Al-Mogren commented on the 
SKRWRVD\LQJ´7KH\PLJKWDVZHOODEROLVKZRPHQIURP6DXGL$UDELDµ
The migration of hisbah, a concept more than 
1400 years old, to the digital world in the 
VWFHQWXU\LVDQLQWHUHVWLQJSKHQRPHQRQ,W
KLJKOLJKWVDGXDOLW\RIWKH,QWHUQHWZKLOHVRPH
actors use it to maximize its liberalizing effect 
on society, others use it to pervasively dom-
inate public life, bolster conservatism of the 
society and maintain religious hegemonic con-
WURO6HJPHQWVRIWKHUHOLJLRXVFRPPXQLW\XVH
civic openings created by the Internet to wield 
WKHLUGRPLQDQFHDQGLQÁXHQFHRQVRFLHW\DQG
to silence and combat others from exercising 
WKHLUFLYLFULJKWVERWKRQOLQHDQGRIÁLQHE\DV-
signing and enforcing their conceived religious 
appropriateness to personal and collective po-
litical, social, and cultural activities.
3KRWRWZHHWHGE\6DPDU$O0RJUHQ
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#BBUM and New Media Blacktivism
&ODUHQFH:DUGHOO
2Q1RYHPEHUWKHSHRSOHRIWKHVWDWHRI0LFKLJDQYRWHGWRWRSURKLELWWKHFRQVLG-












pus and what they found to be an increasingly hostile environment, convened student leaders to 
discuss how they could make their voice heard. They considered a retread of the tactics that worked 
IRU%$0RYHUIRUW\\HDUVHDUOLHUEXWLQSDUWIHDULQJORZLQLWLDOSDUWLFLSDWLRQWKH\RSWHGWRIRFXVRQD
ORZEDUULHUWRSDUWLFLSDWH7ZLWWHUFDPSDLJQXVLQJWKHKDVKWDJ%%80%HLQJ%ODFNDWWKH8QLYHUVLW\









students and alumni of universities across the world, all connected by similar experiences at their 
UHVSHFWLYHVFKRROV,QPDQ\ZD\VWKH%%80FDPSDLJQFRQVWLWXWHGDPDMRULQÁHFWLRQSRLQWLQWKH




dia platforms to share images and raise awareness about similar issues far beyond the campuses on 
ZKLFKWKH\EHJDQ7RWKLVSRLQW+DUYDUGVWXGHQWVKHOGD´EODFNWLYLVPµFRQIHUHQFHLQ2FWREHU
to build on the momentum of these new media campaigns.
8OWLPDWHO\WKH%%80FDPSDLJQ³ZKLFKVWXGHQWVIROORZHGZLWKRQWKHJURXQGRUJDQL]LQJZRUNDV





respond to student concerns, leading them to hold standing meetings with the student organizers for 
WKHUHPDLQGHURIWKHVFKRRO\HDU
%H\RQGLWVHIIHFWLQ$QQ$UERUWKH%%80FDPSDLJQGHPRQVWUDWHGWKHLPSRUWDQFHDQGSRZHU³
particularly for minority communities—of connecting digital activism and the breadth of participation 
that it affords, with the tactics pioneered by a previous generation of students.
,PDJHVDQGWZHHWVIURPWKH%%80%%*8DQG
´,7RR$PµFDPSDLJQV
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ported through digital media and social networks. 




publics and online engagement. At the same time, complimentary actions such as gaining access to 
JRYHUQPHQWERGLHVOREE\LQJDQGWDUJHWLQJGHFLVLRQPDNHUVDUHZKDW6DELQH/DQJGHÀQHVDVLQVWLWX-













participants to intellectual property debates such as human rights organizations organized a letter 
WRPHPEHUVRI&RQJUHVVDQGKHOGHYHQWVRQWKH+LOOVWUHVVLQJWKHUDPLÀFDWLRQVWKHELOOVSRVHGWR
Internet freedom. The blackout also endeavored to more than raising public awareness; it also en-











understanding of the potential harmful impact to the Internet from early drafts of the Agreement grew. 
However, in addition to public advocacy campaigns, civil society organizations strategically bridged 
WKHVHHIIRUWVWRWKHGHEDWHLQVLGH(XURSHDQ3DUOLDPHQW*URXSVOLNH/D4XDGUDWXUHGX1HWDQG(XUR-
SHDQ'LJLWDO5LJKWVPHWZLWK0HPEHUVRI(XURSHDQ3DUOLDPHQW0(3VDQGRUJDQL]HGWULSVIRUYROXQ-




derway. For example, during the slowdown, participants were invited to contact their members in 
&RQJUHVVWKH:KLWH+RXVHDQGWKH)&&ZLWKWKHLUVXSSRUWIRUQHWQHXWUDOLW\$WSHDNGXULQJWKH
VORZGRZQ&RQJUHVVUHFHLYHGDQDYHUDJHRIFDOOVSHUPLQXWHIURP,QWHUQHWXVHUVHQJDJHG
through the online protest.11$GGLWLRQDOO\WKH)&&KDVUHFHLYHGRYHUPLOOLRQFRPPHQWVDUHFRUG




amples demonstrate, democratic change for Internet policy results from a combination of both public 
and institutional advocacy. For researchers, these events serve as a reminder that understanding 
,QWHUQHWDFWLYLVPUHTXLUHVLQYHVWLJDWLQJERWKYLVLEOHSURWHVWVDVZHOODVOHVVYLVLEOHDFWLRQVWDUJHWLQJ
GHFLVLRQPDNLQJSURFHVVHV6LPLODUO\FLYLOVRFLHW\VHHNLQJFKDQJHPXVWOHYHUDJHSXEOLFHQJDJHPHQW
to encourage individuals to address decision makers. As long as governmental institutions are archi-
tected based on old hierarchies with traditional feedback mechanisms, phone calls and face-to-face 





































Discourse on the Internet
6DQGV)LVKDQG'DOLD2WKPDQ





the war to gain a better understanding of the different topics that emerged and the frames that were 
adopted by different media outlets. 
Through this analysis we are able to draw a map of the media landscape, highlighting the relation-
ships between different media sources based on the similarities and differences in the language that 
WKH\DGRSW:HDUHDEOHWRLGHQWLI\ÀYHPHDQLQJIXOO\GLVWLQFWFOXVWHUVRQHFOXVWHULQFOXGHVODUJHPH-
GLDVRXUFHVIURPWKH86DQG8.WKDWDOLJQZLWK,VUDHOLQDUUDWLYHVZKLOHDQRWKHUFOXVWHURIZHVWHUQ
media hews more closely with Palestinian perspectives. Three other clusters are comprised of the 









was created from a media source node to a target node representing the word the media source used 
IUHTXHQWO\DSSURSULDWHO\ZHLJKWLQJWKHOLQNEDVHGRQWKHIUHTXHQF\RIXVDJH:HWKHQXVHGDFRP-
munity detection algorithm, allowing us to see patterns of term usage in the text of online discourse. 
Media sources, in this way, are connected via shared language and can be laid out based on their 
FRQQHFWLYHVWUHQJWK7KHUHVXOWLQJPDSLQWKLVFDVHJHQHUDWHGÀYHGLVWLQFWFRPPXQLW\FOXVWHUV
Focused on Gaza, this network map revealed communities of media sources and vocabulary that, 
ZKHQDQDO\]HGXQFRYHUHGDQXPEHURIIUDPHVGHSOR\HGLQWKHRYHUDOOFRYHUDJHRIWKHZDU:HZHUH
able to discern that, while the average reader might assume there is simply one Israeli frame and one 




inant narrative this media source focuses on. Assertions can also be made about media source simi-
larity within and across these communities by analyzing the co-occurrence of word usage in pairs or 
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clusters of media sources. An illustrative example of this is the use of distinct terms such as breach-




Israeli or Palestinian sources and exposes a slant in the coverage of the war associated with different 
media sources. The Palestinian Focus cluster contains both Maan News, a Palestinian mainstream 
media source, and Mondoweiss, a pro-Palestinian left-leaning American Jewish site, in addition to 
VLWHVVXFKDV$O-D]HHUDDQGWKH8.·V7KH,QGHSHQGHQW7KHODQJXDJHXVHGPRUHIUHTXHQWO\E\WKHVH
sites include words such as evacuate, children, and casualties, terms that focus on the toll of the 
war. The Israel Focus cluster includes Israeli media sites such as Jerusalem Post and the National 
1HZVRI,VUDHODORQJZLWK&11DQGWKH86ULJKWZLQJVLWH%UHLWEDUW7KHPHGLDVRXUFHVLQWKLVFOXV-
WHUPRUHIUHTXHQWO\XVHWHUPVVXFKDVtunnels, sirens, and arms, terms indicating a greater focus 
RQ+DPDV·DFWLRQVDJDLQVW,VUDHO%RWKFOXVWHUVDUHFRPSULVHGSULPDULO\RI86DQG8.PDLQVWUHDP
PHGLDVLWHVDQGXVHWHUPVFRPPRQDFURVVDOOFRYHUDJHRIWKHFRQÁLFWKRZHYHUWKHGLYLGHEHWZHHQ
clusters indicates a slight slant towards either perspective.
Two topical clusters revolve around humanitarian and human rights issues, respectively. The Hu-
:V\YJL!4LKPH*SV\KO[[W!^^ ^TLKPHJSV\KVYN'ZHUKZÄZO
Media Landscape: Gaza War, 2014
Network Composition:
50 Top Media Sources by In-link 







Israeli Military & Media




Agency), and Gisha, an Israeli legal center for freedom of movement. These sources used words 
such as psychosocial, hygiene, sanitation, truckloads, and shortage. This cluster is distinct from the 
+XPDQ5LJKWVFOXVWHUWKDWLQFOXGHV$PQHVW\,QWHUQDWLRQDO+XPDQ5LJKWV:DWFKDQG%·7VHOHPDQ
,VUDHOLKXPDQULJKWVRUJDQL]DWLRQ7KLVFOXVWHUPRUHIUHTXHQWO\XVHVDVHSDUDWHVHWRIWHUPVLQFOXGLQJ
breaches, detainees, shrapnel, and violations, that are more commonly used in the human rights 
community. 
 
In addition to the Israel Focus cluster, there is also a separate cluster comprised of Israeli military 
DQG,VUDHOLPDLQVWUHDPPHGLDVRXUFHV7KLVFOXVWHULVGRPLQDWHGE\WKH,'),VUDHOLPLOLWDU\EORJDQG
VSRNHVSHUVRQVLWHDORQJVLGHQHZVVLWHVVXFKDV<QHWDQG7LPHVRI,VUDHO7KHWHUPVXVHGPRUHFRP-
monly in this cluster, such as soldiers, EDWWOHÀHOG, and brigade, carry military connotations. 
Notably absent from the map is a cluster comprised primarily of Palestinian media sources. This 
stems in large part from the relatively small number of Palestinian sites that were represented in 
WKHWRSPHGLDVLWHVFRQWULEXWLQJWRFRYHUDJHRIWKLVLVVXHWKUHHSUR3DOHVWLQLDQVLWHVFRPSDUHG
to eight Israeli sites. The Palestinian media sites that are included in the network map are included 
EHFDXVHWKH\GUHZDWWHQWLRQIURPWKH:HVWHUQPDLQVWUHDPPHGLDDVGHPRQVWUDWHGE\WKHQXPEHURI
inlinks to these sites.
8VLQJWH[WVIURPWKRXVDQGVRIRQOLQHVWRULHVZHZHUHDEOHWRGHWHFWVODQWVLQPDLQVWUHDPPHGLD·V
coverage toward Israeli and Palestinian narratives. The Gaza war provided an ideal case study for bet-
WHUXQGHUVWDQGLQJKRZWRDQDO\]HGLVFRXUVHRQOLQH7KHVHDUHLQLWLDOÀQGLQJVUHVXOWLQJIURPWKHH[SOR-
ration of both story and tool. Moving forward, we plan to increase the robustness of the visualization 
DQGRXUFRQÀGHQFHLQLWVUHSUHVHQWDWLRQRIVXEVWDQWLYHGLVFXUVLYHWUHQGV:LWKWKHJURZWKRIDQDO\WLFDO
tools and methods such as this, the insight that can be gained from study of the large-scale text 
VRXUFHGIURPWKHQHWZRUNHGSXEOLFVSKHUHZLOORQO\H[SDQG7KHRSSRUWXQLW\IRUTXDOLWDWLYHDQDO\VLVRI
GLVFRXUVHRQOLQHXVLQJDXWRPDWHGTXDQWLWDWLYHWRROVSURYLGHVDGHHSHUYLHZLQWRKXPDQFRPPXQLFD-
tion than has ever been available.
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Who Do We Trust When Talking About Digital News in Spain?
&KDUR6£GDED
Trust is hard to obtain and maintain, but at the same time, it has extraordinary value for govern-
ments, institutions, and businesses. In the digital age, amidst an overdose of information and sourc-
HVWUXVWLVVWLOOLPSRUWDQWQRWRQO\IRUQHZVDQGPHGLDFRPSDQLHVEXWDOVRIRUUHDGHUVHDJHUWRÀQGD















political, economic, and social spheres. In the past few years, citizen and consumer dissatisfaction 




media producers their long-claimed right to receive monetary compensation from news aggregators or 
DQ\RQHXVLQJRUTXRWLQJRULJLQDOFRQWHQWSURGXFHGE\WKHPZLGHO\NQRZQDVWKH´*RRJOH1HZVWD[µ
:KLOHWKHVHGHPDQGVPD\EHOHJLWLPDWHWKHQHZODZKDVEHHQUHFHLYHGSRRUO\E\XVHUVIHDUIXODERXW
being asked to pay if they share or use content on their personal blogs, and Google News has an-
QRXQFHGWKDWLWZLOOEHSXOOLQJRXWRI6SDLQUDWKHUWKDQSD\SXEOLVKHUV How media brands could be 
affected by being in the middle of the battered relation between regulatory efforts and Internet users 
LQ6SDLQLV\HWWREHNQRZQ
If brands want to maintain their leverage in the online sphere, more proactive actions should be taken 
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Why Blogs Still Matter to the Young
$OLVRQ-+HDG
7HFKQRORJ\ZULWHUVKDYHGHFODUHGWKHGHDWKRIEORJVDQGWKHHYLGHQFHLWVHHPVLVXQGHQLDEOH5HDG-
ership has declined dramatically as content that once was the bedrock of the blogosphere has migrat-
ed to sites like Tumblr, Twitter, or Facebook.1 
%XWWKLV\HDUZKHQZHFRQGXFWHGLQGHSWKSKRQHLQWHUYLHZVZLWKUHFHQWJUDGXDWHVIURP86
colleges and universities as part of a national study on lifelong learning, we discovered that the death 
notice for blogs might be premature.<RXQJJUDGXDWHVLQIDFWVDLGWKH\SODFHGDKLJKYDOXHRQ
blogs when we asked if, and how, they kept learning after college. 
8WLOLW\LVNH\WRXQGHUVWDQGLQJKRZDQGZK\\RXQJJUDGXDWHVUHO\RQEORJVIRUVXSSRUWLQJWKHLUOLIH-
long learning as they make the transition from college into real life. Our interviewees admitted to look-
LQJIRU´VSHFLÀFVµDQG´KRZWRLQIRUPDWLRQµWKH\FRXOGGLUHFWO\DSSO\LQWKHZRUNSODFHWKHFRPPX-











not they were feasible for her.
$WDWLPHZKHQEORJJHUVPD\EHSRVWLQJIDUOHVVRQWKHLU:RUG3UHVVRU%ORJJHUVLWHVWKDQWKH\RQFH
were, our research tells us young adults may still turn to blog content over mainstream media sources 
for a variety of reasons.
%ORJFRQWHQWLVDJRRGYDOXHZLWKXSWRGDWHLQIRUPDWLRQIURPLQVLGHUVDFFRUGLQJWRLQWHUYLHZHHV
Many said they could not pay to learn from tutors or professional experts
DYDLODEOHWRRWKHUVLQ´UHDOOLIHµ%ORJVZHUHDQDIIRUGDEOHVRXUFHRIWKHNQRZKRZWKH\QHHGHG2WK-
ers said there is an authenticity and candor to blog content because writers rarely are compensated, 
unlike the writers from the mainstream media publications that they tended to mistrust. Interesting-
ly, none of the interviewees mentioned sponsored reviews, which are a form of advertising on some 
blogs. 
Most graduates we interviewed prioritized their search for lifelong learning sources by looking for util-
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ity as well as for multiple voices writing about the kinds of things twentysomethings need to know. 
































Although it may seem that the rise of Podemos was sudden and spontaneous, the party was not built 




banner. Podemos channelled the craving for reform and attracted different population sectors partic-
XODUO\KLWE\WKHHFRQRPLFFULVLVWKDWVKDUHDJHQHUDOGLVVDWLVIDFWLRQZLWK6SDLQ·VFXUUHQWHFRQRPLF
and political situation. Half of Podemos voters are under 40 years old, more than two-third position 
themselves on the left, and more than half are male. In sum, they are well informed, politicized, and 
´VRFLDOO\FRQQHFWHGµYRWHUV





F\RIP\79DSSHDUDQFHVXQGHUPLQHVZKDWZHVWDQGIRUµ1 The impact of the Podemos communica-
WLRQVVWUDWHJ\ZDVHQKDQFHGE\YLHZHUVXVLQJPXOWLSOHVFUHHQVWUDQVLWLRQLQJQRQVWRSEHWZHHQWKH79
screen and the screens of smartphones, tablets, and laptop computers. The average Podemos voter 
LVFKDUDFWHULVHGE\WKHLUIUHTXHQWXVHRIVRFLDOPHGLD:KLOHRI3RGHPRVYRWHUVXVHWKH,QWHUQHW
WREHFRPHLQIRUPHGDERXWWRSLFVPRUHWKDQKDOIRI3RSXODU3DUW\33DQG362(YRWHUVGRQ·WHYHQ
have an e-mail address.
Podemos was established out of a challenge to empower citizens—an ever-present underlying goal 
UHÁHFWHGE\LWVXVHRIFURZGIXQGLQJDVDNH\IXQGUDLVLQJVWUDWHJ\7KHSDUW\·VWKUHHIROGFDPSDLJQ
platform was a collective effort that included online discussions and invitations to make individual 
FRQWULEXWLRQVDPHQGPHQWVSURSRVHGFROOHFWLYHO\E\GLIIHUHQW´&LUFOHVµDQGDQRQOLQHUHIHUHQGXPRQ
the proposed amendments. These circles, acting as grassroots organizations, together with a digital 
DSSURDFKWRGLVVHPLQDWLQJLQIRUPDWLRQUHVHPEOHWKHIUDPHZRUNXVHGE\%HSSH*ULOORIRXQGHURIWKH
)LYH6WDU0RYHPHQWLQ,WDO\ZKLFKZDVEDVHGRQFLWL]HQDQGVWUHHWOHYHODFWLYLVP
The increasing demand for new politics goes hand in hand with that for new forms of communication. 
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The rhetorical approach of Pablo Iglesias, which includes both a distinctly populist tone and an opti-
mism that Podemos can bring about true change, is well suited to the brevity and emotiveness of the 
digital language.
7KLVLVDWUXHUHDOOLIHUHWHOOLQJRIWKH'DYLGDQG*ROLDWKVWRU\ZKHUHDQRXWVLGHUFRQIURQWVHVWDE-
lishment power, or the so-called upper caste. Along those lines, Podemos has positioned its stance 
DURXQGWKHHFRQRPLFFULVLVLVVXLQJPHVVDJHVUHÁHFWLQJLWVSRVLWLRQ´YLFWLPVYVSHUSHWUDWRUVROGYV
QHZWKHXSSHUFDVWHYVWKHSHRSOHµ
The current challenge for Podemos lies in reconciling open participation with the creation of stable 
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ernments have done much over the past two decades to reassert their sovereignty in cyberspace, the 
complexities of regulating technologies that have little regard for geography continue to shape debates 
over Internet policy and governance. The relationship between national governments and Internet 
intermediaries constrains what a majority of Internet users are able to do on the Internet; only a rela-
tively small cadre of users has the motivation and technological ability to overcome the technological 




needed to enforce local laws. The limited ability of governments to hold sway over foreign companies 
LVDSULQFLSDOUHDVRQWKDWWKH,QWHUQHWLVWKHZD\WKDWLVWRGD\,Q&KLQDDXWKRULWLHVEORFNHGDFFHVVWR
ZHVWHUQ,QWHUQHWVHUYLFHVLQFOXGLQJ7ZLWWHU)DFHERRNDQG<RX7XEHZKLFKKHOSHGWRHQVXUHWKDWGR-




that ran afoul of lese majeste laws, while these videos remained available elsewhere. Agreements 
UHDFKHGZLWK*RRJOHDQG<DKRRHQDEOHGWKHUHPRYDORIVHDUFKUHVXOWVWKDWSRLQWHGWRFRQWHQWLOOHJDO
in Germany and France, including hate speech and content related to Nazis. These agreements have 
IRUPHGWKHEDVLVIRUEURDGHUV\VWHPVWREORFNFRQWHQWUHJLRQDOO\ZKHUHYDOLGUHTXHVWVDUHVXEPLWWHG
E\OHJDODXWKRULWLHV7KHVHUHVWULFWLRQVDUHQRWRULRXVO\ÁLPV\³FKRRVLQJDQDOWHUQDWLYHFRXQWU\VHWWLQJ
will gain access to the locally banned information—but offer an imperfect solution to a hard problem. 
(IIRUWVE\VRYHUHLJQJRYHUQPHQWVWROLPLWDFFHVVWRFHUWDLQW\SHVRILQIRUPDWLRQZLWKLQWKHLUERUGHUV




where these other two options fail. For countries around the world, the Internet has always been and 
will continue to be opt-in politically and socially. In terms of physical infrastructure and architecture, 
it continues to be opt-out; by default everything passes through the network unless measures are 
taken to create limits. Fortunately, there is a strong incentive for most countries to continue exchang-
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ing information across borders using standard Internet protocols, which has limited the moves toward 
balkanization. 
International power dynamics are impacted by the decisions of consumers and the ability of compa-
QLHVWRDWWUDFWXVHUVWRWKHLUVHUYLFHV%\YLUWXHRIWKHHDUO\DQGFRQWLQXHGVXFFHVVRILWVWHFKQRORJ\
FRPSDQLHVWKH8QLWHG6WDWHVKDVORQJKHOGDIDYRUDEOHSRVLWLRQDOORZLQJLWWRPDLQWDLQDVWURQJ
stance of openness while also avoiding most jurisdictional problems and having access to user infor-
PDWLRQZKHQGHVLUHG7KH8QLWHG6WDWHV·FRPPLWPHQWWRVDIHJXDUGIUHHVSHHFKKDVEHHQH[SRUWHGDV
WKHGHIDXOWRSWLRQIRURWKHUQDWLRQV%\YLUWXHRIWKLVWUDMHFWRU\PDQ\FRXQWULHVKDYHDUJXDEO\DOORZHG
more online speech, accepted anonymous and pseudonymous speech, and permitted viewpoints that 
IDOOIDUHQRXJKRXWVLGHRIWKHLUVRFLDOQRUPVWKDWWKH\ZRXOGQRWEHWROHUDWHGLQRIÁLQHYHQXHV7KH
FRPLQJOLQJRIIUHHVSHHFKZLWKGLJLWDOFRPPHUFHKDVEHHQDVLJQLÀFDQWLPSHGLPHQWWRPRUHGHFLVLYH-
ly and comprehensively enforced national standards on acceptable speech. There continues to be a 
IDLUDPRXQWRIIULFWLRQLQFURVVERUGHUGDWDUHTXHVWVIRUH[DPSOHLQWKHIRUPDOPHFKDQLVPVLQSODFH
WRKDQGOHGDWDUHTXHVWVDFURVVERUGHUV1 which has provided additional protection for many Internet 
users from their own governments.
The constantly evolving unilateral and bilateral arrangements between countries and companies de-
termine most of the rules and standards for what passes across borders on the Internet, where servers 
with user data reside, and where company personnel are situated. Another complex set of policies 
and decisions are made at the international level that fall under the rubric of Internet governance. The 
set of issues cobbled together under this umbrella term generally includes the allocation of domain 
names, technical standards, and other areas related to technical coordination, and typically encom-
SDVVHVWKHDFWLYLWLHVRIPDQ\RUJDQL]DWLRQVLQFOXGLQJ,&$11,(7),$%:&DQG,62&DPRQJ
others. There is disagreement about the proper scope of Internet governance; some advocate for a 
narrow conception while others argue that it should include consideration of human rights as well as 
social and economic issues. 
These Internet governance institutions are buoyed by the principles and practice of a bottom-up 
PXOWLVWDNHKROGHUJRYHUQDQFHPRGHO$WLWVÀQHVWPXOWLVWDNHKROGHUJRYHUQDQFHLVDVRSKLVWLFDWHG
VWFHQWXU\PRGHOWKDWFRPELQHVDWKRURXJKXQGHUVWDQGLQJDQGEDODQFLQJRIGLIIHUHQWLQWHUHVWVDQG
perspectives into an integrated decision-making process that enables consensus building around 
complex technological issues and brings to bear decentralized expertise. At its worst, multistakeholder 
JRYHUQDQFHLVDÀJOHDIWKDWFRQFHDOVWKHEDFNURRPGHDOVWKDWVHUYHSRZHUIXOLQWHUHVWVDQGSD\OLWWOH
heed to the interests of the broader global Internet community. This set of institutions and policies 
have held together and functioned reasonably well through the years despite unending criticism over 
the dubious legitimacy of the organizational structures by the standards of international law and weak 
mechanisms for ensuring accountability to the global Internet community. The system has sought le-
JLWLPDF\LQVWHDGWKURXJKSURFHVVSULPDULO\RSHQSDUWLFLSDWLRQDQGWUDQVSDUHQF\DQGRXWFRPH:KLOH
the imperfections of these governance institutions have been laid bare, it is not clear whether there 
DUHEHWWHUDOWHUQDWLYHVLQWKHRIÀQJ
The past year represents in some ways an existential crisis for Internet governance and its roots in 
PXOWLVWDNHKROGHUJRYHUQDQFH7KHSHQGLQJH[SLUDWLRQRIDNH\FRQWUDFWZLWKWKH8QLWHG6WDWHVJRYHUQ-
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PHQWKDVVHWLQPRWLRQDVHDUFKIRUPRGLI\LQJWKHFXUUHQWVWUXFWXUHWREHWWHUUHÁHFWWKHLQWHUQDWLRQDO
UHVSRQVLELOLWLHVRI,&$117KLVFRQWUDFWLVDFRUHDUJXPHQWDJDLQVWWKHOHJLWLPDF\RI,&$11WR
make decisions of international import, and also a critical thread of comfort for those who worry that 
authoritarian governments will co-opt Internet governance in order to water down existing standards 
of openness and provide political support for greater content restrictions). 
7KH6QRZGHQUHYHODWLRQVDQGWKH,&$11WUDQVLWLRQKDYHVSDUNHGDVXUJHLQ,QWHUQHWJRYHUQDQFHUH-
ODWHGDFWLYLW\,Q2FWREHUWKHOHDGHUVRIWKHDIRUHPHQWLRQHG,QWHUQHWJRYHUQDQFHLQVWLWXWLRQVUH-
leased a statement on the future of Internet cooperation, warning against balkanization and calling for 









the future of Internet governance. 
7KHVWDWHRILQWHUQDWLRQDOFRRSHUDWLRQRQ,QWHUQHWLVVXHVLVLQDVWDWHRIÁX[0DQ\FRXQWULHVDUHDGYR-
FDWLQJIRUDVWURQJHUUROHIRUPXOWLODWHUDOLQVWLWXWLRQVVXFKDVWKH,78ZKLOHRWKHUVVWDXQFKO\GHIHQG
the merits of the multi-stakeholder model. The debates over legitimacy, principle, and practice in the 
coming year are destined to be impassioned. If the past serves as a reliable guide for the future, we 
should expect to see a mixture of unilateral, bilateral, and multilateral arrangements cobbled together 
DWRSDQLQWHUQDWLRQDOQHWZRUNKHOGWRJHWKHUE\URXJKFRQVHQVXVDQGUXQQLQJFRGH:KLOHIDUIURP
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The Rise of Information Sovereignty
6KDZQ3RZHUV
0DQ\KDYHVXJJHVWHGWKH,QWHUQHW·VJURZWKPHDQVRUVKRXOGPHDQWKHHQGRIVWDWHVRYHUHLJQW\DO-
together. The logic behind such arguments is compelling. Technology has enabled citizens to create 




transition, re-asserting their authority and legitimacy, globalization inevitably means the end of the 
nation-state as we know it.
At the same time, states control the telecommunications infrastructure that enables global connec-
WLYLW\7KHSK\VLFDOQDWXUHRIQHWZRUNFRQQHFWLRQVDOORZVDQ\JRYHUQPHQWWRFRQWUROLQIRUPDWLRQÁRZ
within its territory in a number of ways, including simply disconnecting its national communications 
LQIUDVWUXFWXUHIURPDOORUSDUWVRIWKHJOREDOQHWZRUN3UHVLGHQW+RVQL0XEDUDN·VGHFLVLRQWRWDNH
(J\SWHQWLUHO\RIÁLQHLQDVZHOODV(GZDUG6QRZGHQ·VUHYHODWLRQVUHJDUGLQJWKHH[LVWHQFHRI
government-operated global surveillance apparatus, demonstrate just how vulnerable the web is to 







the OpenNet Initiative concluded that more than half a billion users—over a third of all users then on 
WKH,QWHUQHW³H[SHULHQFHGVRPHIRUPRIÀOWHULQJ This does not include various measures to enforce 
copyright, prohibitions on hate speech, prohibitions on extremist propaganda, prohibitions on child 
pornography and exploitation, prohibitions on sales of controlled substances, or prohibitions on online 
gambling, all of which are enforced by a range of democratically oriented governments. 
Monitoring, in particular, is an increasingly powerful means of asserting control over Internet-based 
communication. As more and more communication moves into the realm of the digital, government 




among the most effective ways of controlling behavior.$VXVHUVLQ,UDQDQG&KLQDDUHZHOODZDUH
Internet browsing and communication changes drastically when one thinks the government is watch-
ing.
Increasingly, both democratic and non-democratic governments are exploring ways to control access 
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criminals, as well as cracking down on copyright violations.
6KRUWRISHUPDQHQWO\FXWWLQJRIIDOODFFHVVWRWKH,QWHUQHWJRYHUQPHQWVDURXQGWKHZRUOGDUHH[SORU-
LQJWKHGLIIHUHQWRSWLRQVIRUH[HUWLQJFRQWURORYHUGRPHVWLFLQIRUPDWLRQÁRZV,QVRPHFDVHVWKHVH
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panies have structured their operations in a jurisdictionally conscious manner to avoid contributing to 
human rights violations. Today, Internet companies service customers in some markets from servers 
ORFDWHGRYHUVHDVVRWKH\FDQVDIHO\LJQRUHUHTXHVWVIURPDXWKRULWDULDQJRYHUQPHQWVWRGLVFORVHXVHU
GDWD6LPLODUO\FRPSDQLHVRIWHQORFDWHNH\SHUVRQQHODQGGDWDFHQWHUVLQMXULVGLFWLRQVZLWKVWURQJ
protections for civil liberties—in part to signal their compliance with rights-protective laws. 
Two recent decisions by courts in established democracies against Internet company operations sit-
uated beyond their borders, along with the controversy surrounding the implementation of a third 
UXOLQJWKUHDWHQWRGLVUXSWWKHVHDUUDQJHPHQWVKRZHYHU³ZLWKSRWHQWLDOO\JUDYHFRQVHTXHQFHVIRUSUL-














held that it possessed jurisdiction over Google based on its sales of advertising to residents of the 
SURYLQFH7KH&RXUWFRQFHGHGWKDWPRVWHYHU\FRXUWDURXQGWKHZRUOGZRXOGSRVVHVVMXULVGLFWLRQRYHU
Google on this base, but it nevertheless ruled that it could properly impose a worldwide jurisdiction 
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*RRJOH·VIDLOXUHWRPDNHVXFKFRQWHQWHQWLUHO\LQDFFHVVLEOHLQ(XURSHDVÁRXWLQJWKHGHFLVLRQ1RDF-
tion has yet been taken against Google in this regard, but the possibility of further legal or regulatory 
action looms.
:KLOHFRXUWVLQHVWDEOLVKHGGHPRFUDFLHVLQ1RUWK$PHULFDDQG:HVWHUQ(XURSHPLJKWEHWUXVWHGWR






heads of states should be banned worldwide, and that they rightfully possess the jurisdiction to do 
VRVLQFHWKHLUOHDGHUVHQMR\DFORVHUFRQQHFWLRQZLWKWKHLUKRPHFRXQWULHVWKDQDQ\ZKHUHHOVH"7KH
result would be to reduce content on the Internet to the lowest global common denominator, or to 
balkanize the Internet into a set of regional networks within which local, rather than international, 
standards on digital searches and content suppression would prevail.
The current practice of the leading Internet companies to respect assertions of jurisdiction by govern-
ments within whose borders particular data is stored, or whose top-level domain graces a particular 
site, is not a perfect state of affairs. That said, it is far superior to a world in which governments ev-
erywhere can make demands of companies anywhere, backed up with the threat of sanctions against 
HPSOR\HHVRQWKHJURXQGLIWKH\IDLOWRFRPSO\5HJDUGOHVVRIWKHUHVXOWVLQDSDUWLFXODUFDVHFRXUWV
LQWKHZRUOG·VHVWDEOLVKHGGHPRFUDFLHVVKRXOGWKLQNFDUHIXOO\DERXWWKHZLVGRPRIVHWWLQJSUHFHGHQWV
that are inherently extraterritorial—given their potential to be abused beyond their national borders.
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them is vulnerable to surveillance and censorship. 
7KHÀUVWFRQFHUQLVWKDW&KLQD·VGHPDQGIRUFHQVRUVKLSRISDUWLFXODUWRSLFVDQGNH\ZRUGVZLOOEHJLQ
WRH[WHQGEH\RQGLWVERUGHUV$VGHWDLOHGDQDO\VLVIURPWKH&LWL]HQ/DE·V$VLD&KDWVVWXG\KDVVKRZQ













The third concern is that this type of service can be used for wholesale extraction of data and inser-
WLRQRIPDOZDUHLQWRWDUJHWHGGHYLFHV/LNHPRVWVRFLDOPHGLDDSSVWKH:H&KDWDSSRQL3KRQHDQG
Android has full permission to activate microphones and cameras, track your location, access your 
address book and photos, and copy all of this data at any time to their servers. These types of ca-
SDELOLWLHVDUHDJRGVHQGWRDWWDFNVNQRZQDVD5$75HPRWH$FFHVV7URMDQDQGXVXDOO\KDYHWREH
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For those of us in the global community who care both about ensuring that all humans can be more 
interconnected and provided free, unlimited access to knowledge, while also ensuring their privacy 
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Toward an Enhanced Role of Academia in the Debates About the 
Future of Internet Governance—From Vision To Practice 
8UV*DVVHU
Academics, academic institutions, and academic values have played a key role in the development 
RIWKH,QWHUQHWDVZHOODVLQLWVRSHUDWLRQDQGLQZKDWZHWRGD\FDOO´JRYHUQDQFHµHVSHFLDOO\DWWKH
logical layer consisting of technical standards and protocols. Indeed, it is impossible to imagine the 
,QWHUQHWDVZHNQRZLWZLWKRXWWKHGHÀQLQJUROHDFDGHPLFVKDYHSOD\HGVLQFHLWVLQFHSWLRQLQWKH
V6LPLODUO\FRUHDFDGHPLFYDOXHVVXFKDVRSHQQHVVFROODERUDWLRQDQGWUXVWKDYHLQVSLUHGWKH





The contested policy debates that currently take place across various national and international fo-
UXPV³IURP1(7PXQGLDOWRWKH,78·V3OHQLSRWHQWLDU\&RQIHUHQFH4DQG:6,6 to name 
just a few—suggest that we have arrived at crossroads in the debates about the future of Internet 
JRYHUQDQFH,QWKHOLJKWRIWRGD\·VKHDWHGGHEDWHVWKLVHVVD\DUJXHVWKDWLWLVWLPHO\WRUHÁHFWRQDFD-
GHPLD·VUROHLQWKHGHYHORSPHQWDQGRSHUDWLRQRIWKH,QWHUQHWRYHUWKHSDVWWZRGHFDGHVDQGWRUHQHZ
its commitment to contribute systematically and from diverse perspectives to the Internet governance 
GHEDWHVRYHUWKHQH[WGHFDGH6HFRQGLWSURSRVHVDQHQKDQFHGUROHRIDFDGHPLDDVZHGHVLJQWKH
next-generation Internet governance model—a role that builds upon past contributions but is also 


















shift, the increased diversity in terms of gender, orientation, and geographic representation, the com-
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PLWPHQWWRLQWHUGLVFLSOLQDU\DQGQRYHOLQVWLWXWLRQDOVXSSRUWVWUXFWXUHVSURYLGHDXQLTXHRSSRUWXQLW\
for coordinated and sustained academic collaboration on issues related to Internet governance that 
we should harness, adding perspectives from other domains, incubating alternative approaches and 
models, and re-energizing the great work previous generations of academics have contributed. 
It is not only opportunity, but also increased and pressing need that calls for a renewed commitment 
of academia based on a broader vision and strategy concerning its future role in the global debates 
about the future of Internet governance. It is commonly understood that the Internet now affects 
almost every aspect of life, that its governance has become more complex, and that the stakes are 
PXFKKLJKHUWKDQWKH\ZHUHWZRGHFDGHVDJR&RQWURYHUVLHVDERXWPXOWLODWHUDOYHUVXVPXOWLVWDNH-
KROGHUDSSURDFKHVWR,QWHUQHWJRYHUQDQFHDVZHOODVWKHEDWWOHVRYHUDGLYHUVHVHWRILVVXHVUDQJLQJ
from surveillance to intellectual property) are manifestations of the importance of the Internet as 
the core information and communication infrastructure of the digital age. In such a contested and 
highly politicized environment, it is vital to build upon, expand, and accelerate past academic efforts 
E\EURDGHQLQJDQGFRRUGLQDWLQJWKHVFRSHRILQTXLU\ZRUNLQJWRZDUGVLQVWLWXWLRQDODSSURDFKHVDQG




debates. It is well-positioned to play a constitutive role as we develop a new vision of a next-gener-
ation Internet governance ecosystem in a time when governance debates are often ideological, frag-
mented, and mostly interest-driven rather than evidence-based. 
At this critical juncture and in the light of new opportunities and pressing demands related to Internet 
JRYHUQDQFHZKDWFRXOGDQHQKDQFHGUROHRIDFDGHPLDORRNOLNHLQSUDFWLFH"$FRQFUHWHH[DPSOHDQG
,OOXVWUDWLRQE\:LOORZ%UXJK
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with focus on Internet and society issues from around the globe, including nine members from the 
*OREDO6RXWK7KHQHWZRUNUHSUHVHQWVDEURDGUDQJHRIGLVFLSOLQHVEULGJHVPDQ\WUDGLWLRQVDQGFXO-
tures, and engages many young as academics from diverse geographic backgrounds. As an evolving 
and learning network, it represents some of the key elements of the enhanced vision mentioned be-
fore, including the emphasis on institutional approaches and global capacity development, interdisci-
plinary research and building, systematic and sustainable engagement, and the engagement of new 
perspectives and talents. 










value conversations among Internet governance stakeholders, working towards consensus, good 
SUDFWLFHVDQGJHQHUDOSULQFLSOHVRI,QWHUQHWJRYHUQDQFH"
• 'HVLJQOD\HU%XLOGLQJXSRQUHVHDUFKDFWLYLWLHVDQGFRQFHSWXDOVWXGLHVKRZFDQZHDVDQDFD-
demic community work together—in interdisciplinary teams and across departments, schools, 
and centers—to develop new institutional designs, experiment with new tools, and create new 
FRGHRU,QWHUQHWJRYHUQDQFH"
These three examples indicate not only the broad range of possible contributions, which together 
with other elements might serve as the foundation of a holistic concept of Internet governance, but 
also point to the different modes of academic engagement in the multi-faceted Internet governance 
SURFHVVHV7KHHQYLVLRQHGFRUHSLOODUVWRZKLFKWKHH[DPSOHVSDUWO\DOOXGHEXWQHHGWREHÁHVKHG
RXWHOVHZKHUHLQFOXGHUHVHDUFKIDFLOLWDWLRQH[SHULPHQWDWLRQDQGHGXFDWLRQHQFRPSDVVLQJDOVRVNLOO
building and practical training).
7KHSDUWQHUVKLSEHWZHHQWKH%HUNPDQ&HQWHUDQGWKH1HWZRUNRI&HQWHUVDQGWKHHQJDJHPHQWRI
this institutional network in the current discussions about the future of Internet governance through 
a coordinated events series and a research pilot are intended as an initial step towards opera-
tionalization of the broader strategy and underlying vision as sketched in this essay. The Network 
RI&HQWHU·VUHVHDUFKSLORWFRQVLVWVRIDFDVHVWXG\VHULHVDVEXLOGLQJEORFNVRIDV\QWKHVLVGRFXPHQW
aimed at deepening our understanding of the formation, operation, and effectiveness of distributed 
Internet governance groups. The research examines a geographically and topically diverse set of local, 
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In parallel to weighing in on these and related conversations about the next-generation Internet gov-








also depend on longer-term commitments by leaders in the public and private sector as well as open 
SDUWLFLSDWLRQRIFLYLOVRFLHW\DFWRUV5HDOL]LQJWKHSURPLVHRIDQHQKDQFHGUROHRIDFDGHPLDLVDVKDUHG
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Proliferation of “Internet Governance”
5ROI+:HEHU
$FFRUGLQJWRDZHOONQRZQGHVFULSWLRQ,QWHUQHW*RYHUQDQFH´LVWKHVLPSOHVWPRVWGLUHFWDQGLQ-
clusive label for the ongoing set of disputes and deliberations over how the Internet is coordinated, 
PDQDJHGDQGVKDSHGWRUHÁHFWSROLFLHVµ1,QRWKHUZRUGV,QWHUQHW*RYHUQDQFH´HYROYHVµWKHGHVLJQ
and administration of the technologies necessary to keep the Internet operational and facilitate the 
enactment of substantive policies around these technologies.6XFKGHVLJQUHTXLUHVWKHIUXFWLÀFDWLRQ
of law as instrument structuring an order in the public interest.
1. Functions of law
The functions of law crystallize in a system of rules and institutions that underpin civil society, that 
IDFLOLWDWHRUGHUO\LQWHUDFWLRQDQGWKDWUHVROYHGLVSXWHVDQGFRQÁLFWVDULVLQJLQVSLWHRIVXFKUXOHV/DZ
can be created by way of negotiation, imposition, and evolution. In cyberspace, the evolutionary as-
pect is of major importance since new concepts are developing, for example through the creation of 
QRUPDWLYHSULQFLSOHVRUWKHLPSOHPHQWDWLRQRI´UXOHVµGHULYHGIURPFRGHVRIFRQGXFWFRUSRUDWHVRFLDO
responsibility, and other similar initiatives.
Law is able to regulate behavior, and it allows people in a community to determine the limits of what 
can and cannot be done in their collective interest. Law as a structural system is traditionally featured 




bodies; thereby, the acceptability of legal norms increases if they are based on informal social stan-
dards that are derived from customary behavior of civil society. 
7KHUHODWLYLW\RIQRUPVUHÁHFWLQJFLYLOVRFLHW\·VQHHGVLVHYLGHQFHGE\WKHIDFWWKDWQRUPVFDQFRPHLQ
a variety of shapes with different effects; insofar the legal system is linked to other social sub-systems 
and executed through a framework of structural couplings.6XFKNLQGRIVWUXFWXUHFDOOVIRUDPXOWLOD\-
ered approach in norm-setting.
:KHQGHVLJQLQJWKHIXWXUHF\EHUVSDFHOHJDOIUDPHZRUN the fact should be considered that architects 
DUHWKHH[SHUWVLQVNHWFKLQJ´FRQVWUXFWLRQVµ0RUHWKDQDKXQGUHG\HDUVDJRWKHIDPRXVDUFKLWHFW
/RXLV+6XOOLYDQVDLG´,WLVWKHSHUYDGLQJODZRIDOOWKLQJVRUJDQLFDQGLQRUJDQLFRIDOOWKLQJVSK\V-
ical and metaphysical, of all things human and all things superhuman, of all true manifestations of 
the head, of the heart, of the soul that the life is recognizable in its expression, that form ever follows 
IXQFWLRQ7KLVLVWKHODZµ
6XOOLYDQXVHVWKHZRUG´ODZµWZLFHZKLOHDWWULEXWLQJWKHQRWLRQRIPDNLQJIRUPGHSHQGHQWRQIXQF-
tion. Therefore, when designing a global Internet Governance framework, the function of law has to 
EHFRQVLGHUHGLQPRUHGHSWKIROORZLQJ%HQWKDP·VSULQFLSOHRIXWLOLW\DQG/XKPDQQ·VDSSURDFKRI
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stabilization of normative expectations, a functional approach that bodes for the political design of 
Internet Governance should determine the normative order. 
$VDUHVXOWWKHPDLQTXHVWLRQFRXOGEHSKUDVHGDVIROORZV:KDWVRFLDOLPSDFWVVKRXOGEHFDXVHGE\
ODZ"7KHDQVZHULVEDVHGRQWKHH[SHFWDWLRQVRIFLYLOVRFLHW\7KHVHH[SHFWDWLRQVFKDQJHRYHUWLPH
but some elements remain the same, such as legal certainty, stability, and reliability. In times of fast 
developing information technologies, civil society is better able to rely on these principles in an infor-
mal law-making process and context than in the traditional legal regime.
7KHVLV$IXQFWLRQDODSSURDFKRIUXOHPDNLQJLVQHFHVVDU\WRDGHTXDWHO\FDSWXUHVRFLRSROLWLFDOH[-
pectations of civil society.
2. Increased dynamics through socio-technological developments
7HFKQRORJLFDOGHYHORSPHQWVLQWKHLQIRUPDWLRQDQGFRPPXQLFDWLRQÀHOGSDUWLFXODUO\WKHSURFHVVRI




that they are achievable from a cultural perspective. 
,QWKH,QWHUQHWFRQWH[WWHFKQRORJLFDOGHYHORSPHQWVUHTXLUHDQDGDSWDWLRQRIWKHUHJXODWRU\GHVLJQ
and its modalities, which can be differentiated into socially-mediated modalities and environmental 









ethics). Therefore, regulators have to take into account the assessments of network engineers and 
communication theorists pointing to the vital function played by environmental layers in communica-
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WKDW6WDWHVDUHXQDEOHWRIRUPXODWHDFRPSUHKHQVLYHVHWRIUXOHVDQGHIIHFWLYHO\PRQLWRUFRPSOLDQFH
)XUWKHUPRUH6WDWHVPXVWQRWEHVW\PLHGE\GLVDJUHHPHQWRYHUEDVLFSULQFLSOHVDQGWKHFRRSHUDWLRQ
of civil society actors either as agenda setters or as problem solvers is normally indispensable. A prob-
OHPZLWKWKH*;*DSSURDFKH[LVWVLQLWVYXOQHUDELOLW\WRPDQLSXODWLRQDQGXQLQWHQGHGFRQVHTXHQFHV
HYHQLI*;*KDVWKHSRWHQWLDOWRLQFUHDVHSDUWLFLSDWLRQLQDQGWKXVWKHGHPRFUDWLFOHJLWLPDF\RILQVWL-
tutions. Additionally, the foreseeability and the predictability of legal norms are low, and a link to the 
international legal setting is missing.
7KHVLV$VWDEOH,QWHUQHW*RYHUQDQFHIUDPHZRUNFDQRQO\EHHVWDEOLVKHGLIWKHUHVSHFWLYHUXOHVUH-
ÁHFWWKHVRFLDOO\GHVLUDEOHDQGPDQDJHDEOHUHTXLUHPHQWVRIWKHFLYLOVRFLHW\·VPHPEHUV
3. Rule making in favor of open society
7KHWHFKQRORJLFDODQGVRFLDOGHYHORSPHQWVDOVRFRQWULEXWHWRWKHHVWDEOLVKPHQWRIDQ´RSHQVRFL-
HW\µ The aims of this openness—evolving in a perpetual process of attempts to ameliorate and 
correct errors—are the preservation of individual freedom as well as the ideal of political-ideological 
pluralism. Openness and acceptance of other approaches and solutions for problems should be avail-
able, leading to a comparative environment and allowing the best alternative to establish itself. 
&\EHUVSDFHLVSDUWLFXODUO\DSWIRUDQ´RSHQVRFLHW\µVLQFHQHZSRVVLELOLWLHVIRUSDUWLFLSDWLRQPD\EH
discovered and previous involvement processes could be ameliorated.
7KH´RSHQQHVVµDOVRSUHVXSSRVHVWKDWSXEOLFIRUXPVDUHDFFHVVLEOHDQGDOORZDQH[FKDQJHRIRSLQ-
ions. This transparent scheme would allow widespread involvement of participants with different 
EDFNJURXQGVDQGPDQLIROGLGHDVWDNLQJQRWHRIRWKHULQGLYLGXDOV·RSLQLRQVFDQOHDGWRG\QDPLFSUR-





RXWFRPHVµ The relation between the freedom and the aforementioned three appearances of human 
DFWLYLWLHVFDQEHGHHSHQHGDQGFRPELQHGLQFRPSOH[FRQÀJXUDWLRQVGHSHQGLQJRQWKHGHPRFUDWL]LQJ
environment. In preparing norms it is important to understand the level of freedom and its sources, 
WKHUHE\HQDEOLQJWKHUXOHPDNHUVWRGHVLJQDVWUXFWXUHWKDWOHDGVWRDQDSSURSULDWHHTXLOLEULXPEH-
tween the diverging interests.
1RZDGD\VWKHRSHQQHVVRIF\EHUVSDFHLVWKUHDWHQHGE\JRYHUQPHQWDODQGSULYDWHFRQWUROUHJLPHV
the security-industrial complex applying extensive surveillance measures—including by co-opting 
SULYDWHDFWRUV³KDVVLJQLÀFDQWSRWHQWLDOLQWKHKDQGRIGLFWDWRULDOUHJLPHVLWVWHFKQRORJLHVRIFRQWURO
and lobbying power, mostly obscured from public gaze, might increase over the coming decade and 
thereby cause serious threats to individual human freedoms in cyberspace.
)URPWKHSULYDWHVLGHWKHRSHQQHVVRIF\EHUVSDFHFDQEHHQGDQJHUHGE\FU\SWRJUDSKLFPHDQVIRU
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example encrypted songs or movies) and the implementation of the digital rights management by 
rightsholders. Furthermore, openness must be ensured on the private side by restricting dominant 
VWDNHKROGHUVIURPEORFNLQJULYDOFRQWHQWWKUHDWHQLQJWKHLURZQFRPPHUFLDOLQWHUHVWVIRUH[DPSOHE\
WUDQVIRUPLQJRSHQSODWIRUPVLQWR´ZDOOHGJDUGHQVµ A vigorous enforcement of the openness rules 
in order to maintain access to innovation is needed in times of increasing establishment of horizontal 






rights and an open Internet.
Openness of cyberspace corresponds to the principle that the Internet must be seen as a public 






4. Appropriateness of multi-layer structure
,QWKHF\EHUVSDFHFRQWH[WGLIIHUHQWOD\HUVKDYHWRGHVLJQWKHIUDPHZRUNRIUHJXODWLRQVWKHEDVLF
differentiation necessary in the design concerns the facts and values of the underlying reality; this 
assessment leads to the distinction of descriptive and evaluative elements on the level of social norms 
LQIRUPDOQRUPDWLYHRUGHUDQGOHJDOQRUPVLQVWLWXWLRQDOQRUPDWLYHRUGHU
0XOWLOD\HUJRYHUQDQFHUHTXLUHVWKHGHYHORSPHQWRIFRPPRQIRXQGDWLRQVDSSOLFDEOHWRDOOUHOHYDQW
layers; at the same time, it must respect diversity and pluralism in order to be commensurate with 
the respective level of integration. An important aspect of this movement is the acknowledgment of 
the need for increased cooperation when trying to achieve a multi-layer consistency. 
Multi-layer governance addresses normative guidance as to how relations between different layers of 
governance should be framed in a coherent manner, encompassing both analytical and prospective 
LVVXHVLQEXLOGLQJXSRQREVHUYDWLRQVRIOHJDOSKHQRPHQD7KHGHÀQLWLRQRIWKHSURSHULQWHUDFWLRQRI
the different levels has a direct impact on an ideally coherent regulatory architecture of multi-layer 
JRYHUQDQFHLHPXOWLOD\HUJRYHUQDQFH´SURSRVHVDSURFHVVDQGGLUHFWLRQµ If common legal rights 
DQGREOLJDWLRQVFDQEHLGHQWLÀHGWKHHQVXLQJOHJDOIUDPHZRUNHQMR\VVSHFLDOOHJLWLPDF\ZKLFKLVHV-
sential for the operation and effectiveness of law.
INTERNET MONITOR 2014: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG
142
 INTERNATIONAL ISSUES: TRANSNATIONAL 
LEGAL TENSIONS AND INTERNET GOVERNANCE
6LQFHUHJXODWRU\IUDPHZRUNVHYROYHZLWKLQDJLYHQVRFLHWDODQGSROLWLFDOFRQWH[WSULYDWHUHJLPHVDUH
part of the overall legal design, particularly if their weaknesses can be eliminated or at least dimin-
ished. These regimes have a certain place in a multi-layer structure, if developed with the objective of 
establishing an appropriate institutionalization, based on broad initiation and wide building support. 
2WKHUHOHPHQWVDUHWKHVLJQLÀFDQFHRIWKHLQVWLWXWLRQDOHQYLURQPHQWVWKHG\QDPLFVRIUHODWLRQVKLSV
and how non-sovereign bodies respond to multiple legitimacy claims in complex and dynamic regu-
latory situations. In relation to non-state or private networks and organizations, the governance em-
SKDVLVVKRXOGQRWEHEDVHGRQQRUPDWLYHYDOLGLW\PRUHRYHUWKHWUHQGWRZDUGVHIÀFLHQF\DQGSXEOLF




making than applied in traditional regimes; global interactions necessitate the establishment of a 
multistakeholder regime.
• 5HVSRQVHVWRQHZSUREOHPVDUHFRPSOH[RQWKHJOREDOOHYHODQGÁDWVWUXFWXUHVRQGLIIHUHQW
sub-levels facilitate decision making by including the relevant persons and organizations in the 
process at the actual point of their respective concern.
• The ongoing processes of globalization and integration necessarily lead to an altered perception 
DQGQRWLRQRI6WDWHVRYHUHLJQW\DQGDVNIRUQHZHOHPHQWVRIOHJLWLPDF\LQWKLVUHVSHFW
The described multi-layer concept also goes hand in hand with the increasingly prevailing multistake-
holder approach to Internet Governance.
7KHVLV0XOWLOD\HUJRYHUQDQFHLVQHFHVVDU\LQRUGHUWRHQVKULQHGHVFULSWLYHDQGQRUPDWLYHHOHPHQWV
into the decision-building processes and to lay the ground for the realization of the multistakeholder 
approach.
5. Improved quality of rule making
,QYLHZRIWKHVHGHYHORSPHQWVWKHFRQGLWLRQVIRUUHJXODWRU\TXDOLW\DQGSHUIRUPDQFHPXVWEHGH-
VLJQHGLQDZD\WKDWERWKVRFLDOO\PHGLDWHGDQGHQYLURQPHQWDOPRGDOLWLHVFDQEHDGHTXDWHO\WDNHQ
into account. The realization of these objectives calls for the implementation of the multi-layered con-
cept; a proper interaction of the different levels has a direct impact on an ideally coherent regulatory 
architecture. 
Irrespective of the implemented substantive legal principles for cyberspace, however, it is necessary 
WRHQVXUHWKDWWKHQRUPVHWWLQJUHDFKHVDQDGHTXDWHOHYHORITXDOLW\$FRQVHQVXVRIDOOFRQFHUQHG
F\EHUVSDFHDFWRUVRQWKHUXOHPDNLQJERG\GRHVQRWVXIÀFHLIWKHQRUPVDUHVRGHIHFWLYHWKDWWKH\GR
not achieve the envisaged normative objectives. Three problems are particularly noteworthy in this 
FRQWH[W
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is not irreconcilable with the existing framework.
• Another problem consists of the concrete drafting of new rules; if cyberspace actors do not un-
derstand the wording, compliance with the rules can hardly be expected or achieved. In other 
ZRUGVWKHOLQJXLVWLFTXDOLW\RIQRUPVLVRILPSRUWDQFHLQVXIÀFLHQWTXDOLW\LVDZLGHO\NQRZQ
LVVXHLQUXOHPDNLQJSURFHVVHV,QDGGLWLRQLIQHZUXOHVGRQRWWDNHXSWKHUHTXLUHPHQWVRIWKH
socio-technological environment, obedience by cyberspace actors is not facilitated.
• A third pitfall occurs if the law is framed in terms that have no apparent connection to what the 
cyberspace actors actually do. If the relationship between the demands of the rule maker and the 
behavior of cyberspace actors is not recognizable, rejection and non-compliance by cyberspace 
actors are likely, since the respective new rule does not appear to be established on the basis of 
a meaningful concept. Only meaningful and respectful laws will not encounter resistance from the 
DGGUHVVHHVRIWKHQRUPVLHFLYLOVRFLHW\
As known from general law-making theories, an appropriate trade-off between simplicity and certain-
W\ZLWKUHVSHFWWRWKHDSSOLFDWLRQRIQHZUXOHVLVGLIÀFXOWWRDFKLHYHDVDFRQVHTXHQFHUXOHPDNHUV
KDYHWRFDUHIXOO\DVVHVVF\EHUVSDFHDFWRUV·UHTXLUHGLQWHQWLRQVEHKDYLRUVDQGRXWFRPHVLQVRPH
detail. As mentioned, another general observation consists of the acknowledgement that law should 
be embedded in a social concept and that law can hardly operate as a mechanism for controlling the 
behavior of cyberspace actors. Therefore, the purpose of a rule-making process should be to regulate 





ers, while at the same time it must respect diversity and pluralism by developing normative guidance 
as to how relations between different layers of governance should be framed in a coherent manner. 
&RQVHTXHQWO\,QWHUQHW*RYHUQDQFHDGYRFDWHVVKRXOGHQODUJHWKHLQWHUGLVFLSOLQDU\VFRSHRIWKLQNLQJE\
taking into account the multi-layered regime in the further proliferation of regulatory concepts. 
Notwithstanding the different perceptions of the various stakeholders in cyberspace, the principles 
agreed upon in the manifold fora need to be embedded into a comprehensible structure. This objec-
tive can be achieved if—apart from the technical operability—the legal interoperability is also im-
proved. Legal interoperability is the process of making legal rules work together across jurisdictions. 
:KHWKHUQHZODZVDUHLPSOHPHQWHGRUH[LVWLQJODZVDUHDGMXVWHGRUUHLQWHUSUHWHGGHSHQGVRQWKH
given circumstances. In view of the increasing fragmentation of cyberspace regulation, efforts should 
be undertaken to achieve higher levels of legal and policy interoperability in order to reduce costs in 
cross-border business and to drive innovation and economic growth.
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global economy, and that the current digital divide constitutes an additional and persistent wedge 
between the fortunes of the developed and developing world. This gap extends beyond physical in-
frastructure; differences in both digital literacy and agency also pose obstacles to online engagement. 
4XHVWLRQVIRUWKHFRPLQJ\HDUVLQFOXGHKRZZHOOWKHFRPELQDWLRQRISXEOLFDQGSULYDWHLQYHVWPHQWV
in infrastructure, national broadband policies, technological advancement, and education can help to 
bridge this gap, and what the long-term costs will be for those countries that do not. 
For netizens that reside in well-connected countries with restrictive online environments, the in-
fringement on political and civic liberties is a persistent issue with direct and indirect implications on 
social and economic development. In addition to the acute human rights problems, a point of central 
concern is that these restrictions inhibit the development of civil society institutions and social capital 
WKDWDUHHVVHQWLDOEXLOGLQJEORFNVIRUPRGHUQVRFLHWLHVWRÁRXULVK<HWLGHQWLI\LQJWKHPRVWOLNHO\SDWKV
toward greater liberalization of digital spaces in autocratic regimes remains elusive. The development 
DQGGLVVHPLQDWLRQRIWRROVWKDWKHOSXVHUVFLUFXPYHQWFRQWHQWÀOWHUVSURWHFW,QWHUQHWUHVRXUFHVIURP
cyberattacks, and aid in maintaining anonymity online help to create an environment for the political-
ly active in authoritarian regimes where they can more freely express and share ideas. It is less clear 
how this technologically driven and limited opening of Internet spaces contributes in the long term to 
the reform of policies and regulations to protect Internet openness. 
A particular concern is that more countries will choose to take steps to further wall themselves off 
IURPWKHRSHQ,QWHUQHW$TXHVWLRQIRUWKHFRPLQJ\HDULVZKHWKHU5XVVLDZLOOHQIRUFHSURSRVHGGDWD
localization policies, and if they do, how international social media and technology companies will 
UHVSRQG7KHUHDSSHDUVWREHDUHDOULVNWKDW5XVVLDZLOOFUHDWHDGRPHVWLFDOO\KRVWHG,QWHUQHWHQFODYH
VLPLODUWRWKDWIRXQGLQ&KLQDZKLFKZRXOGDOORZWKHJRYHUQPHQWVKRXOGLWGHFLGHWRGRVRWREULQJ
restrictions on digital media even closer in line to the controls on broadcast and print media. A related 
TXHVWLRQLVKRZPDQ\RWKHUFRXQWULHVLIDEOHWRGRVRZRXOGDSSO\D&KLQHVHVW\OHFHQVRUVKLS
UHJLPHGLDOLQJXSDQGGRZQFRQWUROVRQSROLWLFDOVSHHFKZKLOHDOORZLQJ,QWHUQHWDFWLYLW\WRWKULYHLQ
other areas. Iran is an example of a country that has failed to create such an environment and instead 
has opted for crippling restrictions on Internet activity, although if ongoing attempts to add further 
controls are telling, has also failed to impose the political control it seeks.
In those countries that show greater respect for freedom of expression and civil liberties online, the 
regulatory fabric includes a mix of private ordering, formal legal obligations, and informal arrange-
ments with companies and regulators, alongside surreptitious activity, much of which is illegal. There 
are several trends that bear watching.
There appears to be growing support for clearly and proactively delineating Internet rights. This trend 
JRWDODUJHERRVWIURP%UD]LOZKHQWKHOHJLVODWXUHWKHUHSDVVHGWKH0DUFR&LYLOGD,QWHUQHW,WZLOOEH
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LQWHUHVWLQJWRVHHKRZPDQ\RWKHUFRXQWULHVHQDFWVLPLODUIUDPHZRUNV(IIRUWVWRFRGLI\,QWHUQHWULJKWV
are underway in Italy and France, and appear to be indicative of a larger trend informed by more than 
GLIIHUHQWSURSRVDOVIRUGHÀQLQJIXQGDPHQWDOULJKWVRQOLQH
The mechanisms and structures for coordinating Internet governance internationally may undergo 
VLJQLÀFDQWFKDQJHVLQWKHFRPLQJ\HDU6HYHUDOIRUXPVDUHVWXG\LQJDQGGLVFXVVLQJKRZWREHVWIRUJH
global consensus on matters related to Internet governance and how the various multistakeholder and 
multi-lateral approaches can best contribute to global coordination.
$QRWKHUFRPSOH[DQGLPSRUWDQWVHWRITXHVWLRQVDUHWHHGXSIRUFRXQWULHVWKDWDUHFRPPLWWHGWR
protecting free speech but also seek to address incursions into privacy and lessen the harms to 
citizens through damaging online activity, such as defamation, harassment, misogyny, racism, threats 





set of trade-offs will complicate any initiative to more aggressively police extremism online.
Another issue to watch in the coming months and years is the many efforts to encrypt personal 
communications. Many people are working on this issue with renewed vigor, and an increasing 
number of companies appear to view this issue as an important factor in their competitive standing. 
The willingness of companies to be more aggressive in building encryption into their services as a 
default option will have the biggest impact on the speed and reach of diffusion. The response by law 
enforcement agencies will also be interesting as they continue to take the argument that they been 
honing for many years—that unimpeded access to digital communication is essential for protecting 
the public from crime and terrorism—to political leaders and the general public.























Ellery Roberts Biddle is a writer, editor, and advocate for the protection of human rights as they exist 
RQWKHJOREDO,QWHUQHW6KHLVWKHHGLWRURI*OREDO9RLFHV$GYR[DQHWZRUNRIEORJJHUVDQGDGYRFDWHV
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on learning, safety, and empowerment. In this challenging, fast-changing research environment, she 
aims to identify cognitive, developmental, and attitudinal trends that transcend popular technologies 
INTERNET MONITOR 2014: 5HȵHFWLRQVRQWKH'LJLWDO:RUOG CONTRIBUTORS
149




security policies, terms and conditions for use, data security breaches, interactions with governmental 
authorities, the cross-border transfer of personal data, cloud computing, big data, mobile applications 
DQGGDWDSULYDF\OREE\LQJVWUDWHJLHV$VD)HOORZDWWKH%HUNPDQ&HQWHUIRU,QWHUQHW	6RFLHW\KH
researches and analyzes the global convergence of data protection and privacy laws and their greater 
impact on society.
Tim Davies works on projects at the intersection of civic engagement, technology, facilitation and 
FRPPXQLW\HQJDJHPHQW+HLVFXUUHQWO\ZRUNLQJZLWKWKH:HE)RXQGDWLRQDVFRRUGLQDWRURIWKHUH-
VHDUFKDQGFDSDFLW\EXLOGLQJ([SORULQJWKH(PHUJLQJ,PSDFWVRI2SHQ'DWDLQ'HYHORSPHQW&RXQWULHV




in the effects of technology on civic engagement and steering the adoption of new technology within 
journalism to promote the ethical use of data. 










research includes Internet content regulation, state censorship and surveillance practices, broadband 
and infrastructure policy, and the interaction of new media, online speech, and government regulation 




focuses on information aesthetics, network analysis, and text mining, applying these to reveal and 
map patterns in networked data structures such as the social web and linked open data.
Nathan Freitas leads the Guardian Project, an open-source mobile security software project, and 
GLUHFWVWHFKQRORJ\VWUDWHJ\DQGWUDLQLQJDWWKH7LEHW$FWLRQ,QVWLWXWH+HLVD)HOORZDWWKH%HUNPDQ
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disputes involving electronic medical records.
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governance and on the human rights challenges associated with offering new Internet-based services 
LQGLIIHUHQWOHJDOHQYLURQPHQWVDURXQGWKHZRUOG.ULVKQDPXUWK\LVDJUDGXDWHRIWKH8QLYHUVLW\RI
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communication technologies on the Arab information societies, Arabic web content, how the use of 
WKH,QWHUQHWGHÀHVWKHVRFLDODQGSROLWLFDOVWUXFWXUHVLQWKHUHJLRQDQGWKHSRWHQWLDOV\VWHPLFFKDQJHV
cyberspace can bring to real space in the Arab region. 













security and racial justice. Her experience in rights advocacy has taught her the crucial role new 
technologies can play in empowering or dispossessing communities, and in constructing identities, 
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focusing on the relationship between formal and informal justice systems, dispute resolution system 

























can help governments protect the rights of the disadvantaged, make better allocation decisions, and 
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create much needed mechanisms for good governance strategies.
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